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Foreword

Stephen Del Rosso is the Director of the
International Peace and Security Program at the

Carnegie Corporation of New York.

When publisher Henry Luce famously declared in his well-read and well-re-
membered 1941 Life magazine essay that the unfolding era would hence be
known as the “American Century,” he made a bold prediction at a crucial time
in global history, even before the United States had entered World War II.
After the war, American power and influence validated Luce’s claim, as Europe
lay prostrate and much of the world reeled from the effects of that enormously
destabilizing and destructive conflict. In the decades that followed, as new
problems and opportunities emerged, the century, in many ways, resounded
with a distinct American accent.

Now, 80 years after Luce’s essay, there is a new major challenger to an
America that no longer bestrides the world as it once did. Emerging from its
own self-declared “century of humiliation,” China has risen to the rank of a
great power and—given its rapid economic development, growing military
might, and global reach—presents the United States’ with “the biggest strate-
gic test of the 21st Century.” During the Cold War, the United States faced a
Soviet Union with a comparable nuclear arsenal and a Mao-led China driven
by aggressive revolutionary fervor, but it never faced a challenge from another
great power, like today’s People’s Republic of China, whose economic strength
rivals its own.

Understanding the nature of this multifaceted challenge is at the core of
the papers contained in this publication. Carnegic Corporation of New York,
the grantmaking foundation established in 1911 by the Scottish-born indus-
trialist and philanthropist Andrew Carnegie to promote the “the advance-
ment and diffusion of knowledge and understanding,” is proud to support the
Wilson China Fellowship program at the Wilson Center that furthers this



Stephen Del Rosso

cause. The program is aimed at expanding the range of current scholarship on
China, with particular interest in projects that “transcend narrow specialties
and methodological boundaries, and that focus on topics that are understud-
ied, unconventional, unique, emerging, or new within academic and policy
discussions”—and, importantly, “have relevance to public policy.”

By not only advancing empirically based, analytically rigorous, policy-rel-
evant research, but also promoting a new generation of American experts on
China, Corporation grantmaking—as exemplified by this program—seeks to
continue addressing one of the most pressing and significant issues on the in-
ternational peace and security agenda.

We hope you find this volume both insightful and thought-provoking,

Stephen Del Rosso
Director, International Peace and Security Program
Carnegie Corporation of New York
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Abraham M. Denmark is the Director of the

Wilson Center’s Asia Program.

The Biden administration’s Interim National Security Strategic Guidance de-
scribes China as “the only competitor potentially capable of combining its
economic, diplomatic, military, and technological power to mount a sustained
challenge to a stable and open international system.” This policy guidance
follows two administrations that also spent considerable policy resources
wrestling with the best means of addressing the rise of China with the Obama
administration’s “Pivot to Asia” and the Trump administration’s “Free and
Open Indo-Pacific.” It also follows several years of rising tension between the
United States and China, growing confidence in Beijing that China’s time has
come to emerge as a great power, and a wider understanding in the policy and
scholarly communities that “competition” increasingly comes to define the
U.S.-China relationship. Fundamentally, the Biden administration’s Inzerim
National Security Strategic Guidance acknowledges both the central role that
China has come to play in Washington’s discussion on foreign policy and the
scale of the challenge facing U.S. policymakers. At stake are the international
system and the predominant position that the United States has enjoyed since
the Second World War.

As U.S. policymakers within the new administration and foreign policy
leaders on Capitol Hill grapple with this challenge, the development of in-
formed, academically-grounded analysis is increasingly vital to U.S. foreign pol-
icy. Considering the Wilson Center’s Congressional mandate to symbolize and
strengthen “the fruitful relation between the world of learning and the world of
public affairs,”* it is therefore imperative that the Center nurture the next gen-
eration of American scholarship examining the implications of China’s rise for
both the United States and for the rest of the Indo-Pacific. The Wilson China
Fellowship, established with the generous support of the Carnegie Corporation

of New York, is a result of our efforts to address these critical issues.
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I could not be more pleased with the first class of Wilson China Fellows.
Featuring sixteen scholars (eight men and eight women), this class represents
American scholars working in eight states and the District of Columbia and
three continents around the world, two of whom, Dr. Rush Doshi and Dr.
Julian Gewirtz joined the Biden administration during the fellowship.?

Even in the midst of COVID-19, the Wilson China Fellows worked dili-
gently and effectively to conduct their research projects. They variously in-
terviewed experts and stakeholders, carried out surveys, collected datasets,
developed theoretical contributions, and analyzed language sources, all to
enhance our understanding of China. Armed with their findings, our schol-
ars then produced policy papers designed to help bridge the divide between
academia and policymakers, while also expanding and deepening the con-
versation on China in the United States across a wide range of vital issue
areas. The quality of their scholarship has been remarkable, and each essay
they produced has important lessons to be learned for scholars and policy-
makers alike.

Several scholars examine security issues across China’s strategic periphery.
Dr. Oriana Skylar Mastro examines Beijing’s intentions in the South China
Sea and their implications for the United States. Dr. Isaac Kardon’s analysis
of China’s relations with Pakistan describes the focus as well as the limita-
tions of cooperation between Beijing and Islamabad. Dr. Christopher Colley’s
essay focuses on the US-China-India strategic triangle, which is particularly
significant following the deadly dispute that erupted over the Line of Actual
Control along the China-India border, as well as the stronger ties being rap-
idly built between Washington and New Delhi. Dr. Adam Liff’s essay exam-
ines how the U.S.-Japan Alliance can engage Taiwan and enhance deterrence
vis-a-vis China’s rising assertiveness.

Some of our scholars explore the question of Chinese authoritarianism
and its potential impacts within China and abroad. Dr. Darren Byler, avail-
ing himself of internal police documents in Xinjiang, details the inner-work-
ings of Chinese repression of Muslim ethnic minorities, while Dr. Sheena
Chestnut Greitens discusses the export of Chinese surveillance technology
and its potential impact across the globe.

This class also features several scholars examining the economic and en-

vironmental aspects of China’s foreign policy. Dr. Jessica Liao’s analysis of
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China’s “Green Mercantilism” explores the issues of environmental gover-
nance in China’s foreign policy, while Dr. Lami Kim specifically focuses on
China’s exports of nuclear power and its implications. Finally, Dr. Cecilia Han
Springer focuses on the critical issue of China’s development of hydropower in
Southeast Asia—an issue that is as political as it is economic.

Others examine underappreciated elements of China’s rise, from data
policy to “new frontiers.” Dr. Rush Doshi explores Chinese policy in inter-
national “new frontiers,” such as its attempts to leverage the polar regions for
competition. Dr. Alexander Dukalskis studies Chinese “advertorials,” or paid
advertisements placed in major newspapers, and secks to understand how they
might alter readers” perceptions of China and its influence. Dr. Xiao Liu ana-
lyzes the state of China’s domestic policy on data governance and privacy to
expose surprising advocacy from private citizens and others for enhanced data
privacy standards. Dr. Wendy Leutert looks into “policy collaging,” a concept
that describes the surprising influence that cross-border movements of people
and ideas have had on Chinese domestic policymaking.

This cohort also highlights unique and informative analyses of the current
state and future of U.S.-China relations. Dr. Sara Castro examines a history
of American intelligence analysis of China, focusing on China’s development
of its own nuclear weapons during the 1960s and the risk posed by biases in
understanding China. And Dr. Joshua Shifrinson’s essay places U.S.-China
competition in a historical and theoretical perspective that is essential reading
for scholars and policymakers alike.

After reading each of these valuable essays, it is clear that the implications
of China’s rise, and the contours of U.S.-China competition, are far more com-
plex and nuanced than is generally appreciated. Each of our scholars provides
valuable insight into various important aspects of China policy, and these
essays cover the breadth of important issues pertaining to the rise of China,
U.S.-China relations, and the Indo-Pacific. As a primary goal of this fellow-
ship, the Wilson Center hopes to support rising scholars and new voices on
China in the United States, and these scholars and their research demonstrate
the importance of this initiative. As the conversation on China expands and
grows to incorporate new and diverse voices, our understanding of the issues
and the complexities inherent to the challenge grows commensurately. Only

with a firm understanding of the challenge can the United States can more
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effectively prepare itself for a 21st century in which China will increasingly
impact many facets of foreign policy and international affairs.

I expect that future classes of the Wilson Fellowship will only add more
detail and intricacy to our understanding of these dynamics. Clearly, more
than simply a re-run of the Cold War, American policymakers will be well-
served by appreciating these complexities while formulating revisions to their

strategy toward China and the Indo-Pacific.

The views expressed are the author’s alone, and do not represent the views of the
U.S. Government or the Wilson Center.

Notes

1. President Joseph R. Biden, Jr., Interim National Security Strategic Guidance, The White
House, March 2021, https://www.whitehouse.gov/wp-content/uploads/2021/03/NSC-1v2.
pdf, 8.

2. An Act to Establish a National Memorial to Woodrow Wilson, Public Law 90-637, U.S.
Statutes at Large 82 (1968), https://www.govinfo.gov/content/pkg/STATUTE-82/pdf/
STATUTE-82-Pg1356.pdf, 1356-1359.

3. Asaresult of joining the administration, Dr. Julian Gewirtz was unable to contribute his

essay to this collection.
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Abstract:

This essay examines the way Turkic Muslims in the Xinjiang Uyghur
Autonomous Region in Northwest China have found themselves caught in
webs of surveillance and biometric control that restricts their movement and
cultural practices. While tightly focused on an archive of thousands of re-
cently obtained internal police files from the Uriimchi Public Security Bureau
in the capital of the region, this research also assesses the extent to which
these technologies have traveled to other spaces in China and around the
world. This research presents five primary findings. First, the internal police
reports document that around 80 percent of policing focuses on Uyghurs and
other Muslims despite them representing less than 20 percent of the popula-
tion in the city. Second, surveillance infrastructure is being used to eliminate
or diminish the role of social institutions such as mosques and family life in
Muslim society. The reports frame this process as intentional and a success.
Third, the system depends to a significant degree on low level police labor at
checkpoints and in home inspections. Fourth, political ideology is a key fea-
ture of the system—"flag-raising ceremonies” where people pledge loyalty to
the state show up again and again in the reports. Fifth, top-down coercion
is a strong feature throughout the system, with quotas, incentives, and pun-
ishments for both the surveilled and the surveillance workers. The density of
policing infrastructure, combined with the ideological fervor of counter-ter-
rorism, creates a criminalization of normative behavior and normalizes inter-
personal cruelty that is unparalleled elsewhere in China. Without foreclos-
ing the possibility that Uyghurs and other Muslims will find ways to protect
their human autonomy from this new system of control, the essay concludes
that it is likely that within a single generation Muslim embodied practice and
Turkic languages in Northwest China will cease to provide essential ways for
Uyghurs and other targeted groups to bring their knowledge systems into the
present. At the same time, because of the specific ideological and human labor
components of the system it is also difficult to replicate even in other frontier
spaces of China such as Hong Kong. In order to mitigate harms to Muslims
in Northwest China and toward other unprotected populations the essay pro-

poses several policy recommendations.
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Policy Recommendations:

At the broadest level, policymakers and concerned citizens everywhere
should advocate for community-led policing reform in order to mitigate

harmful effects of policing on marginalized populations.

At the same time the United States should work with partner nations
to develop a global body to regulate harmful forms of surveillance on a

company and country neutral basis.

Such coalitions should develop initiatives to develop democratically-
driven technology alternatives designed to mitigate harms to

unprotected populations.

In the shorter-term U.S. companies should not actively and knowingly
support and supply companies involved in Xinjiang surveillance. The U.S.

government should require supply chain transparency.

U.S. policymakers should strive to create targeted assessments and
regulation of Chinese firms which design tools to automate racialization

and harm to minorities.
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Introduction

Over the past two decades Chinese Public Security Bureaus across China
have increasingly begun to build and deploy interlinked systems of sur-
veillance technology through private-public partnerships with technology
companies. Since 2010, the Xinjiang Uyghur Autonomous Region has be-
come a limit case for the development of such technologies. Xinjiang now
has one of the highest densities of surveillance cameras, face-recognition
checkpoints, and digital forensics infrastructures of any location in the
world. From cellular towers, mobile devices, to smart ID systems, QR
coded housing, neighborhood-level sub-monitoring stations, centralized
command centers, server rooms, and “smart” detention camps, a system of
digital enclosure has enveloped the 24 million people who live in the vast
Muslim-majority region.

Some of the developers of these data-intensive technologies see Xinjiang
as a space to develop and train new prediction products that can be mar-
keted to other governments and corporations.! Large companies deemed
“national-level artificial intelligence champions” by the Ministry of Science
and Technology, have shown particular aptitude in adapting surveillance plat-
forms to the requirements of other governments.” Recent research has shown
that already as many as 100 nations—many of whom are located on the Bele
and Road development Initiative (BRI)—have purchased “safe city solutions”
from such private Chinese technology firms.* Yet, despite this spread, it re-
mains unclear how exported systems will affect the socicties where they are
adapted. What would it take for other governments to develop systems similar
to the surveillance platform that has been deployed in Xinjiang?

In order to answer this question, this essay examines the scales and capaci-
ties of the Xinjiang system as deployed in Uriimchi—the capital city of the
Xinjiang Uyghur Autonomous Region. Drawing on a database of approxi-
mately 40,000 internal police files, it first describes the effects of the surveil-
lance system in Uyghur, Kazakh and Hui social life. It then turns to the role of
human labor, ideology and state power in implementing and maintaining the
system. After considering these unique attributes of the Xinjiang system, the
essay than discusses the possibility of adaptation of similar systems in other
frontier spaces of global China such as Hong Kong. A final section examines

what institutional supports would be necessary to replicate the system in non-
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Chinese spaces and how the policy community should respond to these chal-

lenges in China and around the world.

Reading Internal Files from the
Uriimchi Mobile Police System

Since the arrival of 3-G cellular networks in Xinjiang in early 2010, police
in Xinjiang have begun experimenting with Mobile Police Systems (Jingwu
Tong).* Several months after large scale violence in the region on July 5, 2009,
police in Uriimchi and other urban locations purchased a trial number of 20
third generation mobile scanning devices to check vehicles on high traffic
routes.’” On June 27, 2013 the Public Security Bureau of Uriimchi purchased
34 more mobile units for use in foot patrols.® These devices integrated 3G mo-
bile technology through smart phone terminals and VPN-enabled database
synchronization in order to allow rapid individual identity authentication.
Later that year, more than 20,000 of the devices were distributed to police in
locations throughout Xinjiang.” By late 2016, a fourth generation Xinjiang-
specific version of the system arrived. This version of the system allowed sec-
ond-generation ID cards to be scanned and read instantly linking ID numbers,
issuers, and photos to the individual being checked to a cloud-based database.®
Within several months yet another version of the system allowed for auto-
mated Uyghur-Chinese translation.” By mid-2017 this mobile platform was
joined by yet another app that linked the smart phones of government work-
ers to a region-wide Integrated Joint Operations Platform. ' And around the
same time Xinjiang Public Security Bureaus purchased yet another mobile
digital forensics tool, referred to as “counter-terrorism swords,” which search
through digital histories and data stored on devices for flagged materials." By
this time mobile policing systems appear to have become ubiquitous from the
smallest villages to the largest cities across Xinjiang.

Over 2020 I have analyzed parts of a 52 gigabyte internal police dataset
obtained by 7he Intercept. The dataset contains close to 250 million rows of
data which make up tens of thousands of police files. These files were recov-
ered largely from the Mobile Police System of Uriimchi, the standardized
mobile policing system nested within the larger Integrated Joint Operations
Platform. The majority of these files dated to 2018 and 2019 are short reports
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of encounters between Public Security Bureau “police assistants” (xicjing)
and flagged individuals. The reports list the date and time of the encounter,
the precinct, name, ID number, gender, ethnicity and phone number of the
suspect. They describe the reason why the individual was flagged and if they
warrant further investigation. They also list the geolocation of the encounter.
Although the data in these “social incident” reports is quite brief, because of
the biographical and geographic data they contain they are useful in mapping
the spread, regularity, and scale of checkpoints across Uriimchi.

The city of Uriimchi has an official population of 2.2 million and is over
70 percent Han, according to the 2018 Xinjiang Statistical Yearbook. In the
northern districts of the city the Han population makes up more than 85 per-
cent of the population. In the south district of Tian Shan, Uyghurs make up
27 percent of the population. The greatest density of checks archived in the
dataset are in the Tian Shan district of the city where the highest proportion
of Uyghurs live. The greatest number of flagged individuals recorded in the
dataset are Uyghur. The supermajority are Muslim—Uyghur, Kazakh, Hui,
Kyrgyz and others. These “social incident” reports and larger weekly popu-
lation management reports provide thousands of names, ID numbers and
other identifiers of people who were detained by the Uriimchi Public Security
Bureau. They also describe minute details of the way the family members of
detainees were subjected to checks and targeted observation.

More detailed weekly intelligence reports filed by local police precincts pro-
vide more clues to the effects of the surveillance system, how it is implemented,
and its capacities. While there is some variation between precincts the major-
ity of these weekly reports follow a standardized schema. Each weekly report
begins with a general section called the “situation of the enemy” (diging). It is
comprised of a discussion of the prior week’s “push clues” (tuisong xiansuo) and
supervision orders sent by the Integrated Joint Operations Platform regarding
people within the precinct’s jurisdiction, cases under investigation, and the
management and control of local religious institutions. Then zooming out to
the level of the urban district it discusses broader social stability issues such as
special Party meetings or changing work patterns. The second major section
of each weekly report is called the “situation of the neighborhood watch unit”
(sheqing). It considers special unit level campaigns related to the “People’s War

on Terror” such as an amorphous “three cleansings” campaign—which focused
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FIGURE 1. Distribution of police check “social incident” reports
archived in the Urimchi Mobile Police System in 2018-2019. The largest
concentrations are in Uyghur majority neighborhoods in the Tian Shan
District (Image by The Intercept).

Leaflet | Map data © OpenStreetMap contributers, CC-BY-SA, imagery © Mapbox

FIGURE 2. An example of the type of data contained in “social incident”
reports in the Uriimchi Mobile Police System (personal identifiers have
been obscured) (Image by The Intercept).

Leaflet | Map data © OpenStreetMap contributers, CC-BY-SA, imagery © Mapbox
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on illegalized religious teachings, materials, and relationships contained in
houschold objects and digital devices. They often discussed the endless search
for “terrorism” related videos—ranging from news items to videos of street pro-
tests. And they documented the weekly operations of the community’s People’s
Convenience Police Stations—the surveillance hubs responsible for invasive
checks of targeted individuals. Finally there is a report about the “targeted
group” (teshu qunti)—the “three categories people”—who are being monitored
within each jurisdiction. As outlined in a Chinese government document
submitted to the UN, this term refers to three categories of detainees: people
whose extremism did not rise to the level of criminality, those whose extrem-
ism was unintentional, and those who had been convicted of past crimes.”? In

a more general sense the term is applied to those who have been affected by the

FIGURE 3. Reports from the Mobile Police Network of the Uriimchi Public
Security Bureau from 2018-2019 skewed dramatically toward Uyghurs,
despite them comprising only 12.9 percent of Uriimchi’s population as of
2018. More than 84 percent of reports focused on Muslim minorities.
Only 16 percent focused exclusively on the Han population, which makes
up 71 percent of the city's population.

Speakers of minority
languages (includes
Uyghurs, Kazakhs,
Kyrgyz, and others)

Hui

Han

2%
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interrelated and vaguely defined “three evil forces” of ethnic separatism, reli-
gious extremism or violent terrorism."

Among the regular weekly reports, many of which become repetitive
over time, there are also occasional “risk analysis reports.” One such report
regarding Ramadan 2018 from the Xiheba Police Station in the Tian Shan
District provides some of the most detailed and straightforward assessment
of the goals and effects of the Uriimchi policing system. It begins by saying
“As part of the harsh crackdown, two imams from the mosque in Xiheba
have been detained and charged.” This, it explains, has not caused any trouble
since the assistant imam has also been transferred to another district and
thus all formal religious activities at the Xiheba mosque have thus been sus-
pended. While the mosque remains open, the number of people who entered
the mosque to pray during the first 4 months of 2018 had dropped by 96.52
percent as compared to 2017 when 80,211 people attended the mosque to
pray. In total, it continues, “there are 167 believers remaining in the precinct
jurisdiction. Among those people, 5 of them are the relatives of the ‘three
categories people.” The remaining attendees are elderly and have residency
permits to live in the district.

The next section of the report then discusses the reasons for what it calls
a “dramatic decrease” in mosque attendance. First it says that demolition
projects, which evicted many Uyghurs from the city, had the effect of relocat-
ing the population. Second, it credits the success of the “deextremification”
campaign in “developing and transforming the consciousness and thoughts”
of the population. The third factor had to do with “strictly implementing a
real-name checkpoint system to enter the mosque.” The fourth factor were
a number of policies which were “beneficial for the people” (huimin). It ex-
plained that these initiatives required migrants from Uyghur majority areas in
Southern Xinjiang to return to their villages, where they were then assessed by
local authorities. Finally, “problematic” people in the Xiheba jurisdiction had
been detained and subjected to reeducation, this in turn, it notes, has resulted
in a further drop in the “actual population” of the district.

The report further specifies that religious people are afraid to pray in the
mosque because they “have been told that those who enter the mosque more
than 200 times will be sent to ‘education”—the widely used euphemism for

the detention camp system. The police also reported that they discovered no
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instances of people conducting “illegal” prayers at home or in any other unau-
thorized place—another violation that can result in detention.

Yet despite the apparent policing “success” of the anti-extremism infra-
structure, the report notes that there is still cause to remain vigilant. Much of
this concern centered around the attitudes and effects of the system on rela-

tives of camp detainees. It explains:

The relatives of the “three categories people” are primarily concerned
with the question “When can I see my relatives who have been de-
tained?” They face obstacles in finding jobs because of the label they
now carry, so they have trouble entering the workforce and finding

an income. This brings certain risks to our society. Some children of
the “three categories people” also face difficulty in kindergarten and
school. There are frequent complaints and emotional instability among
the relatives. Most of the detainees are the breadwinners of their fami-
lies, so their family members have had financial difficulties since they
were detained. Even though the neighborhood watch unit has provided
supportive measures, they cannot solve these underlying issues. So this
group of people has become a source of instability and potential risk
for our society. This is further exacerbated because of the demolition of
their “shantytowns.” Although they have lost their homes, the relatives
of “three category people” have difficulty renting apartments. Instead
entire families now stay together in a single dorm room. This is also

difficult to manage and has potential risks.

Concern with the controlled management of the relatives of “three catego-
ries people” appears in nearly every report in the data set. In weekly reports
from the Shuimoguo District of Uriimchi between February 2018 and March
2019 the phrase “three categories people” appears 5467 times. Managing this
population along with meeting the constant demand for intelligence gath-
ering quotas form the core of neighborhood level activity in the Uriimchi
Mobile Policing System.



Chinese Infrastructures of Population Management on the New Silk Road

Human Labor

The primary actors in the Mobile Police System are a category of contracted
security officers that I refer to elsewhere as “data police.”"* Beginning in late
2016, hundreds of advertisements from Xinjiang Public Security Bureaus
for “auxiliary police” and other workers appeared across Xinjiang. The
scholars James Leibold and Adrian Zenz show that approximately 90,000
new officers were hired.”® While some of these officers were formal Public
Security Bureau employees who were transferred to Xinjiang from other
provinces, the vast majority were low-level contracted employees referred to
as assistant police (xiejing).'® After one-week boot-camp like training, they
were assigned to posts in newly built People’s Convenience Police Stations.
These stations, which function as surveillance hubs within a policing grid,
formed central nodes in a system of surveillance that an Uriimchi police

chief purported to be “scamless™

—a response to Xi Jinping’s 2014 call to
build “walls of steel” and a “net over the sky” to defend against Muslim ter-
rorism."® The tasks of these data police consisted of “fixed duty, video patrol,
car patrol, foot patrol, and plainclothes patrol.”” Based on prior research, it
is clear that much of the work of police assistants focused on the first two
tasks, sorting populations at fixed checkpoints and watching banks of video
monitors.”® In some areas such as mosques and train stations, face recogni-
tion enabled cameras would issue alarms if someone identified by a watchlist
walked in front of them.?! Over time, as police assistants gained experience
they were given more tools and more authority to conduct spot checks of
pedestrians and drivers.

The Uriimchi Mobile Police dataset makes clear that actions carried out
by police assistants that occurred in People’s Convenience Police stations, at
fixed checkpoints and through spot checks form the bulk of the data recorded
in the system. For instance over the week of April 23, 2018 in the Qidaowan
precinct of Uriimchi’s Shuimogou District, 40 officers scanned the phones of
2057 people using a digital forensics tool called an “Anti-Terrorism Sword.”
These devices made by a range of companies use software developed by the
company Meiya Pico and the Uriimchi Public Security Bureau to search for
more than 53,000 unique identifiers of Islamic or political activity. In addi-
tion to scanning phones, the police assistants also manually scanned the faces

0f 935 people using face recognition technology. Throughout 2018 the weekly
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FIGURE 4. Adult population of Qidaowan Precinct, Uriimchi, week of
April 23,2018. One out of every 15 Uyghur, Kazakh or Hui adults is

in detention. It is likely that as many as 27 percent of the adult ethnic
minority population was not assessed during this week. A small number
of minority adults may be counted in more than one category. A small

number of Han adults may have also had their phones scanned.
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reports present slight fluctuations in these numbers, some weeks the police
assistants scanned slightly more, some weeks slightly less. As of 2018 the total
population of Qidaowan was approximately 36,000, of which 6569 were
ethnic minorities such as Uyghur, Kazakh and Hui, and around two thirds
were adults. As my prior research has shown, police assistants prioritized scan-
ning Muslim adult residents.”” This means that in an average week perhaps
as many as half of the adult Muslim population in the jurisdiction were sub-
jected to phone scans. In another report, police assistants reported residents

,

complaining that their phones “had been scanned no fewer than 10 times.

Often the scan of either IDs or phones would result in a “yellow warning”



Chinese Infrastructures of Population Management on the New Silk Road

which according to another report indicated the person was the relative of a
detainee. A “red warning” resulted in immediate detention and investigation.
This data, along with similar reports from precincts across Uriimchi, shows
that a large percentage of the population was largely untargeted by the sur-
veillance systems. A supermajority of the Muslim population on the other
hand was subjected to regular scans, watch lists, and detentions. Only approx-
imately 27 percent of the adult minority population was not targeted. This
further demonstrates that a “reeducation campaign” must target entire com-
munities. It also requires a whole of society mobilization which focuses on the
minority population. Technology extends the power of this focused mobiliza-
tion by automating certain actions and applying a numerical calculus—200
mosque visits, 10 phone checks and so on—to evaluations. The technology
systems cannot simply be plugged in and work their magic on their own. They
require a great deal of labor and ideological focus. State power—the ability to
affect the behavior and thinking of those within a state’s sovereign regime—
must be mobilized and brought to bear not only on the surveilled, but also
those carrying out the surveillance. That is to say, the force of the surveillance
platform used in Xinjiang produces overt coercion and manufactures tacit
consent from differently positioned members of a surveillant society.
Surveillance platforms allow the work of spying on Muslim community
members to be quantified and given a quota. In a city-wide report, leaders in
the Uriimchi Public Security Bureau admonished low level workers “in all de-
partments” to collect actionable intelligence rather than information about
activities unrelated to counter-terrorism or ethnic minority issues. The report
notes that much of the intelligence that workers input in the system were
“fillers created just to meet the intel quota. They cannot be used.” This form
of noise in the system has an effect on the overall usefulness of data assess-
ment tools, the report explains, because it requires manual intervention and
a great deal of time to sort through it. In order to streamline data collection
which focuses more fully on the People’s War on Terror, they directed low
level workers—including police assistants and neighborhood watch unit em-
ployees—to avoid reporting on the general social situation in their precinct.
For instance, the report notes, resident reports regarding kids urinating in the
elevator should not be considered actionable intelligence. It was also impor-

tant to note the full names and ID numbers of people encountered in “social
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incidents”—indeed some ID numbers included in the dataset are incomplete.
They should also not focus on rumors and reports that were unrelated to
counter-terrorism and minority policy. For instance, reports of people being
scammed while buying mooncakes online should not be included. Social life
issues such as Uyghur kids playing soccer noisily next to the road should not
be included. Nor should there be reports about the lack of cleaning supplies in
the People’s Convenience Police Station. Garbage not being cleaned up or kids
fighting should not be reported. Issues related to resolved issues should also
not be counted as part of the intel quota. For example, when the police arrived
on the scene of an alleged cafeteria fight at a construction site, they found no
one had been hurt. There was thus no need to report it.

This report is significant for two reasons. First it says directly that low level
officers were given quotas to collect intelligence related to the Muslims living
in their districts. This is significant because it provides an incentive to profile
and manufacture intelligence about Muslims in the community. Second, the
report shows how essential human intelligence is to the functioning of the sys-
tem. The algorithms of surveillance platforms are only as good as the data they
are trained on. By introducing non-Muslim related noise into the system, the
police assistants and neighborhood watch unit employees were making the
system less effective. This points to a third issue. In order for these systems to
be effective, the technicians who operationalize these systems must be trained
themselves in what counts as actionable intelligence. This also means that
large segments of social life—all the non-Muslim parts of life—fall outside
the purview of the surveillance system. The police work thus comes to serve
the needs of the algorithm, producing an unthinking normality in how Public
Security Bureau employees encounter the world and consider the human costs
of Uyghur, Kazakh and Hui detentions. Rather than seeing urban life as a
whole, increasingly social and political life is filtered through the interface of
data assessment tools which themselves were trained around ideological im-
peratives of transforming Muslims.

The reeducation campaign and the Mobile Police System also incorporated
the work of employees in Neighborhood Watch Units or shequ. In other con-
texts, these units of civil servants formally employed by the Ministry of Civil
Affairs, not the Public Security Bureau, are sometimes described as neighbor-

hood or community committee units.” In this context though, their offices
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function as a “watch unit.” As I have shown in other research, in Xinjiang
these units have formal sub-command or monitoring centers with banks
of screens. They coordinate extensively with People’s Convenience Police
Stations and larger Public Security Bureau precincts. As one former Xinjiang

officer told me in an interview for this paper:

Neighborhood watch units are the base of the policing hierarchy in
Xinjiang. Everyone knows this. The people who are working in the
units aren’t actually police, they are government officials. But their job
is to gather information about their residents, such as where do those
residents live, where do they work, do they have financial or domestic
difficulty in their daily life and are they satisfied with the government.
In the past, their job was to help people in need. But now, especially
after the violence of 2009, their job has become similar to the job of
the police. They directly report the information they gather to the
police station in their jurisdiction. Police in the precinct police stations
reported that information up to the district police station. Police in the
district police station in turn report information up to the municipal
Public Security Bureau. So there are four levels in the policing relation-
ship, with the People’s Convenience Police Stations providing extra

extensions of both the neighborhood watch units and the precincts.

Much of the data included in the weekly reports in the Mobil Police System
focused directly on the Neighborhood Watch Unit management of the “tar-
geted population”—in this case, the adult relatives of detainees and the chil-
dren of detainees. For instance, in Qidaowan 278 “three categories people” had
been detained and 810 of their relatives were on a watchlist. As a controlled
population cadres and other workers in the neighborhood watch unit were re-
quired to enter their homes on a daily basis. According to the reports, during
visits the cadres were told to ensure that a digital forensics app called “Clean
Net Guard” which monitored their movement and communication was in-
stalled on their phones.** The government workers made sure that an “absence
of religious atmosphere” was maintained by “thoroughly checking” the resi-
dents and their belongings. They reported on the “good attitudes” of the rela-
tives, made sure they recorded their scheduled phone calls with detainees, and
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that they attended flag raising ceremonies and political education events. These
workers also used an app connected to the larger Integrated Joint Operations
Platform (IJOP) to assure that each resident had provided their biometric data.
“If we discovered a suspicious alert through the IJOP, we notified the National
Security Team,” a Qidaowan report noted.

Ideology and State Power

The attention paid to ideology in the reports indicate a level of acceptance and
consent on the part of state workers in the necessity of the reeducation cam-
paign. Indeed, an element of the campaign centered on manufacturing passion
for the surveillance project. For instance, in a March 2, 2018 report from the
Liudaowan Precinct in Uriimchi discusses a neighborhood watch unit project
to watch the patriotic blockbuster film Operation Red Sea—a 2018 film about
Chinese special forces rescuing Chinese citizens and other foreign nationals
from the port of Aden during the 2015 Yemeni Civil War. The film which
is presented as a Chinese entry point into the Global War on Terror was the
highest grossing Chinese film of 2018. In Uriimchi the unit organized a trip
to the theater for intelligence workers. The post cinema experience notes, “by
watching this type of movie, our sense of Chinese national identity and the
national mission of our staff was increased. The staff actively want to contrib-
ute to the social stability of Xinjiang by doing their job well.” The next step
according to the secretary of the unit would be to organize movie viewings for
residents across the precinct jurisdiction. “After watching it we will discuss it
together and help to build everyone’s patriotism,” the report concluded.

The reports took great care in noting how receptive the relatives of detain-
ees were to these monitoring visits, including the terms of endearment the de-
tainec’s relatives used to refer to the state workers. In many of the reports, the
state workers describe providing “comfort” (anwei) to the relatives of detain-
ees. Nearly every weekly report also emphasized the role of flag raising cere-
monies in raising the consciousness of residents. They say directly that the rel-
atives of detainees, and migrants who did not have houschold registration in
the district, were required to attend each week. At the ceremonies, people on
the watch lists, and others, were asked to stand and declare their vows (fash-
eng liangjian) to fight for the nation and against terrorism.” As a Qidaowan
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report from October 15, 2018 put it, this type of consciousness raising would
contribute to the “deep rooting-out of ‘two-faced people’””—those who pub-
licly supported state policy, but privately dissented.

In weekly reports collected over a year from across the Shuimogou District
of Uriimchi the term “thinking” (sixiang) appears 4,187 times. Much of what
the police assistants and neighborhood watch unit employees were monitoring
was the thinking or “state of mind” (sixiang zhuangkuang) of their Muslim
neighbors. The “comfort” and consciousness raising work of the state work-
ers both aspects of ideological practice. By placing themselves in the position
of comforters and educators, the workers projected a resolved yet ideologi-
cally committed human self-image. They also appeared to be monitoring and
building their own inner resolve—steeling themselves against “ewo-faced”
thoughts. The regular repetition of flag raising ceremony recitations, fists
raised in loyalty to the Party, had a norming effect. In fact, sorting out “nor-
mal” from “abnormal” social behavior—terms that appeared thousands of
times as well—became their primary task. In this sense, low level intelligence
workers came to become arbiters of what counted as normal, and by exten-
sion what the surveillance systems counted as “safe” (fangxin). Maintaining
a focus on the work of cultural and social engineering required a driving pas-
sion. It meant that people needed to engage with movies like “Operation Red
Sea” and see their own ideology work as an extension of the patriotic, counter-
terrorism they saw enacted on screen. In short, a Liudaowan report puts it,
“most now believe in doing their part to achieve world peace.” Through the
infrastructure of the surveillance platform, state power and “thought work”

seeped into nearly all aspects of majority-minority relations.

Domestic Seepage

As Jennifer Pan has shown, since the early 2000s Chinese state authorities
have embarked on a widespread plan to engage targeted populations ranging
from religious and ethnic minorities to former prisoners and protestors with
what she terms “repressive assistance.”?® What began as a welfare campaign
to address poverty among historically marginalized populations was trans-
formed into a program of surveillance and control through a mechanism of

authoritarian statecraft she refers to as “seepage.” This process describes the
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way state power begins to shape the effects of seemingly unrelated programs
and infrastructures. A paradigmatic example of this approach is the way pov-
erty alleviation programs—which often do offer real aid or jobs—simultane-
ously extract data from targeted groups and foster forms of unfreedom and
forced labor. The Xinjiang case is an extreme example of the way state power
seeps through and pervades the whole of society via government fostered cam-
paigns and infrastructure systems.

In this context, surveillance infrastructures should be thought of as an
outcome and driver of both authoritarian statecraft and global economies.
Surveillance infrastructure promote the movement or transformation of hid-
den or resistant populations into the domain of the state. They also create
their own facts; they detect crime where previously there was simply social be-
havior. They classify and count human behavior in particular ways and train
the people who implement them to do the same. That is to say, they simulta-
neously create systems of interconnection and exclusion. They are also built
and implemented through global supply chains and markets, even as they find
local variations in applications. In this sense surveillance systems transcend
scale. They produce local effects while at the same time feed back into political
decisions, social futures, and economic development at broader domestic and
global scales.

Versions of the systems that are in place in Xinjiang, are also in effect in
other parts of China. As a number of studies have shown, Sharp Eyes and Safe
City projects which target specific populations through grid style policing are
the norm throughout the country.”” What is unique about Xinjiang, and to a
lesser extent Tibet, is the density of both human intelligence and signals in-
telligence tools. The population of low-level police assistants and neighbor-
hood watch unit personnel in Xinjiang is without parallel in the rest of the
country. Likewise, the scale and fidelity of biometric data collection and the
density of regularized surveillance checkpoints are unmatched in any other
part of China. And of course, undergirding the entire system is extrajudicial
and arbitrary detention of over a million Muslims in camps and prisons across
the region—something that again is non-existent in such scale elsewhere in
China, even in Tibet.

Part of what the scale of human intelligence, intensive technological intel-

ligence and extralegal detention system accomplishes is a type of institutional
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capture. The report of dramatic decrease in mosque attendance and the re-
cords of thousands of family separations included in the Mobile Police System
dataset make plain that faith-based social organizations, and the basic family
unit of Muslim society itself, have been captured by surveillance platform. As
other research has shown, since 2017 natural birthrates have fallen dramati-
cally across the region.”® Religious practice is now only the domain of a very
small number of elderly, protected individuals. Religious and ethnic minority
language texts, that are not translations from Chinese, have been banned in
large part.?” As such, the future of Uyghur society itself is called into question.

While there is likely some ways in which similar dynamics can and have
been applied to other disfavored populations in Eastern China—such as the
Falun Gong, evangelical Christians, labor rights advocates and democracy
protesters—it is really only in other frontier settings that it is likely that simi-
lar surveillance systems may be instituted. In such locations, namely Tibet and
Hong Kong, where Chinese state sovereignty is called into question, it is more
likely that state power seepage can move through surveillance platforms into
the most intimate spaces of daily life and the social institutions that sustain
difference in those locations. Already in Hong Kong, significant capture of
basic institutions by Chinese state power has occurred.?® Even before the new
National Security Law was announced key nodes of Hong Kong society—the
police, the media, the education system, civil service sector, and election sys-
tems—had entered into a phase of transformation shaped by Chinese finan-
cial and legal power. Yet, because these institutions lack some of the key ele-
ments at work in Xinjiang—police assistants, neighborhood watch units, and,
most importantly a settler population in nearly all positions of power—there
are likely yet many obstacles to implementing systems like those in Xinjiang.
That said the implementation of the National Security Law could foster a sim-
ilar scaling-up and intensification of human surveillance in a manner similar

to the effects of the 2016 counter-terrorism laws in Xinjiang.

International Transfer

There are even further obstacles to producing Xinjiang effects in international
locations. As the Mobile Police System dataset demonstrates, human labor,

ideological commitment and extrajudicial detention are essential elements of
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the Xinjiang system. Absent any of these three elements, safe city systems in
other locations will not produce the same types of effects.

Preliminary research I have begun to conduct in the Malaysian capital of
Kuala Lumpur shows that pilot surveillance projects with similar capacities,
even built by the same companies and, to some extent, targeting the same
people, produce differential effects. Since 2018 Malaysian authorities have
pursued a strategy that they refer to as “total security.”* This approach targets
not only the Malay majority which they fear may be influenced by global po-
litical movements, but also the population of more than 150,000 refugees who
inhabit marginalized areas of the city. This population of refugees is primarily
made up of Rohingya, but also include small numbers of Uyghurs who fled
China and joined Rohingya forced migration routes. Because some of these
refugees have been unable to authenticate their status as refugees, and because
refugee status is not formally recognized in Malaysian statutes, many of this
population are forced to live as undocumented immigrants.

As urban authorities in Kuala Lumpur began to ramp up urban security,
they hired a small auxiliary police force—workers positioned very similarly to
the police assistants used in Uriimchi—to monitor mosques and other high
traffic areas. The police assistants wear face-recognition enabled body cameras
manufactured by the Chinese firm Yitu.? These cameras compare faces to a
vast database of over one billion face images hosted by Yitu—the company
which provided the algorithm used by the Chinese surveillance manufacturer
Dahua and is used in Safe City systems across Xinjiang,

Yet as similar as these systems appear to be, there are some marked dif
ferences in effects. While in Xinjiang these systems are used to observe the
daily life of Muslims who remain outside of detention. The research of Shae
Frydenlund shows that in Malaysia they largely have the effect of marking
certain spaces of the city off limits to undocumented refugees.”® In this sense
they mimic the effects of surveillance systems in the U.S. and Europe which
push undocumented immigrants into gray zones, at the margins of cities and
into low wage work. That is to say, in Kuala Lumpur, Chinese surveillance
systems produce forms of banishment and structural violence, but unlike in
Xinjiang they do not colonize immigrant institutions or begin to transform
their knowledge system in an intentional or overt manner. In Xinjiang, the

goal of the surveillance system is to include the minoritized population in
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order to monitor them, rather than exclude them by pushing them out of pub-
lic view. Part of what produces this difference is ideological difference vis-a-vis
the Xinjiang situation. In Kuala Lumpur, the intention of the system appears
to be not to transform, but to halt the circulation of individuals and ideas
deemed harmful while reducing friction for protected individuals and ideas.
In this sense, the Kuala Lumpur system resembles policing intentions that
were in place in Xinjiang prior to 2014 and the People’s War on Terror. And,
as Ananya Roy and Brian Jefferson have shown, mirrors the effects of surveil-
lance systems in many global North locations.*

The citizen versus enemy border logics inherent in technology-led safe city
policing create differential effects that disproportionately harm unprotected
populations.> In many locations which deploy such systems urban policing
is defined by statistical measurement of racialized populations. Since the late
1990s police departments across the world have begun to generate their own
statistics and work in direct partnership with leading technology companies
to quantify and assess the communities they police.** In doing so, police, asso-
ciated government agencies and technologists have taken the lead in defining
the priorities of urban governance. Things that lend an appearance of disor-
der—for example the broken windows in racial minority neighborhoods—Dbe-
come predictors of crime itself.” This shift has led in some cases to a diminish-
ment in community-led policing and in others a continuation of racialized
policing. The “objective science” framing of technological assessments works
to hide the way biases around which the systems are designed. As a result large
segments of citizen and non-citizen populations are presumed likely to com-
mit crimes primarily because of the ethno-racial and religious identities. In
order to produce greater equity and mitigate these harms, regulations and
surveillance systems should be crafted or designed from the vantage point of
those targeted by these systems.

Another effect of surveillance systems built by Xinjiang-related companies
in international locations is a truncating of democratic politics. Investigations
of Huawei-built systems in Ecuador, Uganda, and Zambia, show that in each
case surveillance systems were used by those in power to harm or immobilize
political opponents.®® While the ostensible purpose of these systems was to
build intelligence on drug trafficking or other criminal activity, Huawei service

providers also helped local regimes to develop domestic spying systems. Over
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36 countries have also received public opinion guidance training from Chinese
authorities connected to the Public Security Bureau and Civil Ministry as
part of a “Digital New Silk Road” initiative.”” Here, as the Xinjiang case dem-
onstrates, in the joining of civil service with policing, is where capacities for
gaining institutional control and targeting particular disfavored populations is
most possible. Yet, the Xinjiang case, also demonstrates that large amounts of
human intelligence—low level workers ideologically committed to state goals
and focused nearly exclusively on controlling targeted populations—is neces-
sary in order to achieve something on the order of the Xinjiang campaign. In
general, however, absent robust civil liberties and privacy protections, complex
surveillance systems have the capacities to produce tremendous harms, particu-
larly for minoritized, targeted populations, even as they do not rise to the level
of crimes against humanity which are present in Xinjiang,

In the era of COVID-19, Xinjiang-related companies have also begun to
sell contact tracing products to international buyers. These buyers range from
companies like Amazon and IBM in the United States and the Bournemouth
Airport in the United Kingdom to locations in South Korea and Dubai.* In
Ecuador, an auxiliary Huawei system that is related to the system used for
policing and to track political opponents is now being used to monitor the
spread of the pandemic.” While there is a clear public health benefit to such
systems, it is important that entities which use such systems develop plans
to mitigate the potential harms of biometric tracing.*> Recent reports from
Singapore indicate that such data can now be used by police—exactly the type
of slippage in civil protections that should be mitigated.** Buyers of technol-
ogy from Xinjiang related firms should also consider their moral culpability in

buying systems that were trained in part in Xinjiang,

Policy Recommendations

The Xinjiang case demonstrates that surveillance infrastructure-led policing
amplifies existing power dynamics. The distancing and “black-box” effects of
advanced technological systems extends capacities for power over life and,
counter-intuitively, often diminishes context and community specific capac-
ity of law enforcement. While it has the potential to hold police accountable

by providing evidence of police overreach, in most contexts it appears that in
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the absence of regulation the harms to targeted communities are amplified by
such systems. As a result, such systems must be accompanied by regulation
that limit the use of biometric and digital surveillance to specific domains
and purposes. As a limit case of the harms caused by advanced computer vi-
sion and digital forensics technologies the Xinjiang case demands that poli-
cymakers and technologists reexamine basic practices of technology design

and deployment.

In order to mitigate harmful effects of policing on marginalized
populations, policymakers should advocate for community-led policing
reform. Such reforms should include community guidance on the use and
regulation of surveillance. It should end quota-driven intelligence secking
and reverse discrimination toward individuals and groups based on racial

ascription, ethnic affiliation, and religious practice.

In the longer-term the United States should work with partner nations
to develop a global body to regulate harmful forms of surveillance on a

company and country neutral basis.

The Global Partnership on AI (GPAI) and other multilateral
organization should work with international government agencies

to develop initiatives to develop democratically-driven technology
alternatives designed to mitigate harms to unprotected populations. They
should actively invest and build such systems in spaces like Hong Kong
and along the BRL

At a more strategic and short-term scale, U.S. companies should not
actively and knowingly support and supply companies involved in
Xinjiang surveillance. The U.S. government and industry assessment
organizations should require supply chain transparency when working

with law enforcement agencies in China.
U.S. policymakers should strive to create targeted assessments and

regulation of Chinese firms which build tools to automate racialization

and harm to minorities. If sanctions of such Chinese technology firms are
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put in place, U.S. authorities should present detailed, unclassified reports
explicating the reasons for such actions.

The views expressed are the author’s alone, and do not represent the views of the
U.S. Government or the Wilson Center.
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Abstract

U.S. intelligence assessments in the 1950s and early 1960s established a pat-
tern of underestimating Chinese nuclear development capabilities and over-
estimating U.S. intelligence capabilities. Declassified U.S. intelligence assess-
ments of China’s nuclear weapons development from the 1950s and 1960s
convey a somewhat contradictory message. On one hand, the reports univer-
sally begin with recognition that the U.S. intelligence community lacks nec-
essary intelligence collection on the issue of China’s nuclearization. On the
other hand, the reports also tend to provide estimates of China’s progress that,
in retrospect, were ultimately overly dismissive and conservative, compared
with records released in later decades that document when China reached the
nuclear milestones in question.

To their credit, U.S. intelligence officials admitted, and even emphasized
in reports to their policymaker audience, that they did not know enough
about China’s plans, intentions, or progress on nuclear issues. However, the
absence of useful details from collection efforts to share and the constant
questions from policymakers opened the floor for speculative analysis that,
reviewed today, reveals important patterns of misconceptions and bias. China
did achieve a nuclear weapons program, with not as much Soviet aid as the
United States thought they would require. The risk of “othering” China in as-
sessments or approaching negotiations with an attitude of superiority has not
vanished over the years that the United States has pursued a policy of engage-
ment with China. Analytic traps in the 1950s and 1960s and the effect they
had on the U.S. government’s understanding of China’s nuclear arms devel-
opment thus offer an important cautionary tale today. Policymakers, public
intellectuals and government officials in the United States who follow China
closely and have become aware of the bias trap that exists in underestimating
Chinese capability have an obligation to raise the level of discourse and im-

prove diplomacy.
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Policy Recommendations:

e start of the new U.S. presidential administration is an importan
The start of th U.S. presidential ad portant
point of inflection where U.S. stakeholders can reinforce problematic
past behaviors and biases in the relationship with China or seck to

correct them.

The Biden administration and U.S. industries that do extensive business
with China should seck Americans with expertise on China’s history,

politics, and culture.

U.S. government programs that enable Americans to learn more about China
and to interact with Chinese people should be improved and amplified.

The U.S. government should widely recognize and provide effective
warnings and education to the public about counterintelligence concerns

from China where they exist.
The U.S. government should partner with technology and business

leaders to provide global leadership on issues of technology governance to

counter China’s global advancement in this area.
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Introduction

“Bigness has the difficulties of being big.” Mao Zedong, quoting Wang
Xifeng from Dream of the Red Chamber in reference to the United
States and USSR in September 1963.!

On October 16, 1964, the People’s Republic of China (PRC) celebrated suc-
cessfully detonating its first nuclear device at the remote Lop Nur test site in
Xinjiang.* The bomb used uranium-235 that Chinese scientists had mined
and enriched within China to trigger a fission implosion, yielding a 20-kilo-
ton explosive reaction.’ With this successful explosion, China entered into the
small group of countries with nuclear weapons capabilities. After that first test,
China conducted another 44 tests prior to 1992 when it acceded to the Nuclear
Proliferation Treaty.* China today possesses a nuclear arsenal that includes a
variety of delivery systems and nuclear payloads, and it maintains the “no-first
use” policy with the weapons that it adopted as soon as it had the first one.

By 1964, U.S. government officials knew that China was pursuing nuclear
technology for both energy production and weapons development, and they
anticipated that a nuclear bomb test could happen at any time. However,
China’s methods for developing this successful bomb contradicted the most
important assumptions U.S. intelligence analysis had made, even with the
benefit of expensive overhead imagery for intelligence. China’s first test of a
thermonuclear weapon in 1967 also came slightly earlier than most U.S. in-
telligence predictions, and U.S. intelligence agencies were surprised again a
few decades later when PRC leaders acquired cutting-edge and secret U.S.-
designed nuclear technology, presumably through successful espionage’
Across agencies, U.S. intelligence officers lacked the intelligence they wanted
on China but made assumptions anyway about how China’s nuclear weap-
ons program would evolve. A few of the assumptions were accurate, but a
pattern emerges in which U.S. intelligence agencies frequently assume China
will make less progress on its developmental goals than it eventually does. In
the case of early nuclear weapons testing, mistaken assumptions steered U.S.
intelligence officials away from exploring or communicating the alternative
paths that China’s nuclear scientists ultimately followed. Declassified U.S.
intelligence assessments convey an intrinsic sense of doubt that China could

become capable in the nuclear arena during the early Cold War, and certainly

38



Lop Nur and the U.S. Intelligence Gaze

not without substantial assistance from foreign countries such as the Soviet
Union. This underlying tone is a distinguishing factor between U.S. intelli-
gence assessments on China and similar analysis that policymakers requested
at the same time on other countries pursuing indigenously developed nuclear
arms, such as India, France, and Israel, even though China’s nuclear weapons
came online faster than the arsenals of those other nations.

China’s nuclearization is well trodden turf for historians. The substantial
documentary evidence has enabled scholars to create detailed, but largely sepa-
rate, chronologies of the historical milestones in China’s nuclear weapons pro-
gram and the process in the United States of recognizing and responding to
these milestones. The solid foundation of scholarship on these matters makes
it possible to give the materials a fresh look and ask what does this flawed U.S.
intelligence record reveal about U.S. attitudes toward China. The tendency
for U.S. intelligence assessments to simultaneously underestimate Chinese ca-
pabilities and overestimate U.S. capabilities exposes a historical cultural bias
toward paternalism on the U.S. part that is worth recognizing and consider-
ing, particularly as bilateral relations become increasingly tense and issues of
technology governance come to the forefront of the international dialogue.

This comparative analysis begins with analysis of China’s initial nuclear
strategy and the challenges Chinese leaders faced in achieving goals. Next,
this article explains structural factors about the U.S. intelligence community
in the 1950s and 1960s that made answering policymaker questions about
China’s nuclearization a formidable puzzle for U.S. intelligence analysts at
that time. Third, a review of selected U.S. intelligence assessments measured
against records of China’s nuclear program reveals a web of specific flawed as-
sumptions in U.S. intelligence collection and analysis on China’s nucleariza-
tion. Reflection on these flawed assumptions and the deeper biases that facili-
tated them vyields implications that policymakers today may find relevant to
U.S.-China relations, public diplomacy, and broader questions of U.S. grand
strategy as a new presidential administration begins. The U.S. intelligence
community is not the audience that really needs this cautionary tale today;
it has recognized and resolved many flawed intelligence processes through
decades of continuous intelligence reforms. Rather, the case of bias in early
American intelligence estimates on Chinese nuclearization has important les-

sons for the increasingly diverse array of Americans who are new stakeholders
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in U.S.-China relations. Vulnerability to cognitive traps and biases similar to
those that allowed U.S. intelligence officials in the 1950s and 1960s to under-
estimate China and assume the ubiquitous superiority of the United States
could imperil the efficacy of near-term U.S. foreign policy and continuity of

global leadership.

China’s Nuclear Moonshot

To be sure, China’s plans for nuclearization in the 1950s were a moonshot,
and Chinese leaders were under no illusions about this fact. The PRC had for-
mally started its nuclear weapons program as early as January 1955 when Mao
Zedong gave his initial approval for Chinese scientists to pursue the project
duringa secret meeting.® Less than ten years elapsed between the meeting and
the first successful detonation at the remote Lop Nur test site the PRC en-
gineers created from scratch in Xinjiang. In between those bookend events,
China had to develop or acquire not only the plans for the bomb, but also
the materials to construct it and systems for testing it.” Chinese scientists had
support from the Soviet Union in the carliest years of their efforts to develop
nuclear energy and weapons, but this relationship became strained in the late
1950s and ended by 1960, before the Soviets delivered promised support.®
For most of China’s early nuclear weapons program, producing the materi-
als required Chinese scientists and engineers to independently scout proper
locations that had the necessary resources, were sufficiently remote for safety
when necessary, and were sufficiently obscure to evade detection by other
states’ increasingly sophisticated intelligence.” All this work had to be com-
pleted under a veil of secrecy, even though China’s top leaders were publicly
announcing their intentions in diplomatic venues, contributing to the vulner-
ability of Chinese efforts to diplomatic responses and, potentially, covert ac-
tions from other countries that could impede or end the programs. '
Furthermore, while the PRC leaders were pursuing their nuclear weapons
project full throttle, various other destabilizing domestic and international
developments occurred, any of which could have derailed the progress. Mao
Zedong launched a series of mass campaigns designed to consolidate the
CCP’s legitimacy and accelerate China’s industrial productive capacity. The

combination of drastic changes to economic policy and the distraction that
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the mass political campaigns imposed on the population led to the brutal
period 1958 to 1962 known as the Great Famine, leading to as many as 36
million deaths by starvation." Other destructive mass political campaigns, in-
cluding the Cultural Revolution, followed in the 1960s and early 1970s, when
China was testing thermonuclear weapons and a variety of delivery systems.'?
Simmering disputes over border issues became direct or proxy military con-
flict or threatened to do so at several times in the PRC’s first several decades,
and Taiwan was a potential flashpoint then as it is now. CCP leaders had
many opportunities to become diverted away from their progress to nuclear
state in the 1960s and 1970s.

The fact that Chinese leaders consistently continued the nuclear weapons
program despite these real obstacles, and ultimately succeeded, is a testament
to how much importance CCP leaders placed on acquiring nuclear weapons.
Mao Zedong, in particular, was convinced that to deter existing nuclear pow-
ers, China must develop its own nuclear arsenal. Mao’s writings and speeches
into the 1960s reveal an obsession with developing nuclear weapons for their
deterrent capabilities. Scholar M. Taylor Fravel has demonstrated that a new
military strategy introduced in 1956 assumed that China needed to prepare
for its most likely threat to come from “a surprise attack by a technologically
and materially stronger adversary: the United States.”* Mao calculated that
this attack would be less likely to come, especially in the form of a nuclear at-
tack, if foreign adversaries expected a nuclear response from China. “Not only
are we going to have more airplanes and artillery, but also the atomic bomb.
In today’s world, if we don’t want to be bullied, we have to have this thing,”
Mao told an enlarged meeting of the CCP Politburo in April 1956." Delaying
or eliminating the potential for such aggression toward China would buy the
PRC time to industrialize, modernize its military to address its regional se-
curity goals, and reach out to nations in Africa and southeast Asia likely to
support the anti-imperialist tenets of its foreign policy.

In the April 1956 Politburo session, Mao was not only trying to garner sup-
port for developing nuclear weapons but also to persuade military leaders to
economize so that more resources can go toward nuclearization.”” Fravel de-
scribes Mao’s nuclear strategy as separate from but parallel to developments
in Chinese military strategy in the mid-1950s. Mao’s comments about foreign

policy and strategy in the 1950s and 1960s suggest that he viewed having a
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retaliatory capability for a nuclear first strike to be as a basic requirement for
all of the other changes that he intended to make to improve China’s posi-
tion. The reasoning was that without a nuclear deterrent capability, China
would live in fear of a first-strike attack and that would affect its geopolitical
power. Moreover, military invasion or the threat of it from opponents might
distract China and its resources away from its other goals of industrialization,
economic growth, and building an alternative to the imperialism of past geo-
political powers. It is noteworthy that while China’s nuclear strategy has often
been consistent with its military strategy, the two are separate. PRC military
leaders have no control over the nuclear strategy, which has been the domain
of the top political leaders since Mao started the nuclear weapons program.'®
Fravel assesses that since Mao, the party’s nuclear use policy has changed little,
and the nuclear arms program has consistently focused on “assured retalia-
tion” rather than offensive or first use.'”

The U.S. intelligence community correctly assessed that developing an
indigenous nuclear arms capability would be difficult for China, but U.S.
intelligence analysts seemingly failed to appreciate in their assessments that
the PRC’s grand strategy could lead to a level of commitment to the nuclear-
ization project that might overcome the formidable obstacles. For example, a
National Intelligence Estimate was released in 1958, not long after China’s
leaders internally announced its new military strategy and Mao’s nuclear deci-
sions proceeded behind closed doors. The report conveyed U.S. intelligence
assessments on China with a five-year time horizon. It anticipated the change
in military strategy (though does not articulate it directly), but it dismissed

the potential for nuclear achievements:

“Although Communist China will almost certainly not have developed
a missile or nuclear weapons production capability of its own by 1962
because of the continuing shortage of technicians and the demands of
other military and economic programs upon its limited resources, we
believe that the Chinese Communists will press the USSR for such

advanced weapons.”'®

By 1962, China was developing a production capability for nuclear weap-
ons, including a complete supply chain, without Soviet assistance (the Soviets
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split from their alliance with China in 1959). Why did U.S. intelligence ana-
lysts fail to convey to their U.S. policymaker audience a deeper understanding
of China’s leaders’ intentions, capabilities and commitment to nuclear strat-
egy at the beginning of China’s nuclear arms development process? Multiple
factors together caused U.S. intelligence and U.S. policymakers to regularly
underestimate PRC technical capabilities and the commitment of Chinese
leaders to continue developing its capabilities as a fundamental strategic
choice. This perception cropped back up sporadically in U.S. intelligence on
China throughout the Cold War years and has even been hard for policymak-

ers to shake through the normalization of diplomatic relations.

Chinese Nuclearization Challenged
Early U.S. Intelligence Agencies

When CIA analysts assessed the People’s Republic of China in the 1950s
and 1960s, the practice of all-source intelligence analysis was still fairly new
within the U.S. government. Several factors at the time made early assess-
ments on China particularly vulnerable to biases and flawed takes. First, in-
telligence analysis is a process that contains intrinsic susceptibility to error
and bias. Intelligence analysts build a mosaic of information to answer ques-
tions of national interest where the greatest uncertainty exists. As bits of in-
formation emerge, analysts assess them, weighing new details with existing
evidence and prior expectations. All of it comes together to build a corporate
response to policymaker questions, conveying information, assumptions and
the level of confidence in those assumptions. A constant process of identi-
fying and questioning the assumptions that support assessments is crucial.
Intelligence analysts never have all the information they need (or they would
be more like journalists), but they must attempt to answer policymaker ques-
tions anyway, given the stakes of national security. Without yet having a
professionalized methodology, early U.S. intelligence assessments often suc-
cumbed to bias-induced errors or misled readers about the level of confidence
behind assessments.

Furthermore, the People’s Republic of China was a denied area for
Americans. Intelligence on the PRC had to be collected obliquely, via other
countries that had contact with China, through Hong Kong or Taiwan,
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through reading between the lines of China’s party-controlled media or public
statements of leaders, and through brand-new forms of technical and overhead
surveillance. Intelligence collection through these means required careful tar-
geting to be accurate and could take a long time to return results. Intelligence
collection often yielded unsatisfying results and significant knowledge gaps.
Absent sufficient information coming from the field, analysts and poli-
cymakers facing questions on “Communist China,” as they called the PRC
to distinguish it from Taiwan, acted upon unflattering cultural and ethnic
generalizations about China. A vocal segment of American public intellectu-
als in the 1950s and 1960s had no direct experience of China and saw the
Chinese Communists in profoundly orientalist tropes, as a mysterious, irra-
tional, unenlightened horde that had been seduced by Lenin and Stalin into
following the wrong sort of Western philosophical and economic principles.
These prejudices were not universal, but they were pervasive, recalcitrant, and
very damaging for U.S. officials who were assessing China’s capabilities. The
views are implicitly evident in the intelligence reporting itself and in the as-
sumptions that analysts made about China’s potential for developing nuclear
weapons. The collective and simplistic dismissal of communist ideology
within the United States further distorted U.S. assessments of China. To be
sure, the mass movements Mao led in the 1950s to introduce his version of
a modern era to the Chinese public were destructive, violent, and regressive,
as Josef Stalin’s movements had been. However, the history of the People’s
Republic—like all history—is a complicated patchwork of successes and fail-
ures. American policymakers generally struggled to find a mental harbor in
which they could appreciate this complexity for China in the carly Cold War,
even as a first wave of skilled and prescient American scholars argued for it.”?
Third, compounding the significant intelligence gaps and the orientalist
tinge pervading the U.S. government, few experts who could discharge un-
favorable cultural biases about the PRC remained in government positions
when China’s started its drive for nuclear arms. Many public servants with
the greatest expertise in China after the 1940s, including the few who had
met the Chinese communist leaders, had been eliminated from the govern-
ment by the machinations of the powerful China Lobby and Senator Joseph
McCarthy by the early 1950s. Others had voluntarily lefc under the threat

of loyalty hearings. Some of the fired bureaucrats, such as Foreign Service
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Officer John Service, pressed their issue in the courts throughout the 1950s
(the Supreme Court ultimately vindicated Service in 1957).2° By the time
President Kennedy took office in 1960s, the State Department only employed
two “China-language experts in the Foreign Service with pre-Second-World-
War experience in their field who still had anything to do with China,” ac-
cording to journalist E. J. Kahn, Jr.*! U.S. intelligence officers who expressed
sympathy, charity, admiration or positive recognition for China’s Communist
leaders also likely perceived at least some professional vulnerability through-
out the 1950s and 1960s.

Finally, debates that occurred at the creation of the modern U.S. national
security regime in the late 1940s and the compromises that resolved them help
explain some blind spots for U.S. intelligence officers investigating China’s
nuclear arms devclopment. President Truman’s intention to expand peacetime
U.S. intelligence generated domestic controversy. The practical intelligence re-
quirements global leadership competed with some policymakers’ perceptions
of the appropriate comportment of a state that claimed moral exceptional-
ism.?* The National Security Act of 1947 and other subsequent policies and
norms ultimately established a figurative wall between law enforcement func-
tions and national security functions. However, some policymakers deeply op-
posed the CIA’s “dirty tricks.”

Preference for sanitizing American intelligence work resulted in a clear
policymaker consensus favoriting technical means of intelligence collection,
such as satellites and surveillance aircraft that would facilitate collecting in-
telligence imagery, signals intelligence, and other scientific samples, such as
atmospheric chemicals. Consistent with what some scholars have called “tech-
nophilia” that overtook policymakers in the postwar era, influential voices in
U.S. intelligence argued in the 1950s and 1960s that “techint” tools gathered
data that was more precise and could lead to more confident analytical assess-
ments.” The act of developing and deploying the sophisticated tools was ex-
pensive and required the best minds in science and engineering, meaning that
having these capabilities also gave the United States a chance to flaunt wealth
and talent. The case of analysis on China’s first nuclear weapons tests makes
an ironic argument against this prioritization of one form of intelligence over

another, as will be shown in specific examples below.
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Underestimates, Overestimates, and
the Harm of Flawed Assumptions

China’s nuclear program was indeed challenging for Chinese leaders and sci-
entists to implement, but China achieved the required milestones anyway, in a
comparatively reasonable amount of time, and without the foreign assistance
that the U.S. intelligence estimates anticipated. Moreover, China almost al-
ways reached its nuclear arms development milestones either on the schedule
the U.S. intelligence agencies estimated or in advance of estimates, and often
using methods, tools, or locations that were not what U.S. intelligence agen-
cies had said they expected. U.S. intelligence estimates of China’s nucleariza-
tion up to at least 1964 paint a different picture. They emphasize two con-
clusions: 1) intelligence collection on the issue is woefully scarce, and 2) even
without intelligence, the U.S. intelligence community assumes with some

confidence that China will make slow progress or fail entirely.

U.S. intelligence agencies sought answers to questions that would have
required robust intelligence collection to inform confident analysis. U.S.
policymakers wanted to know if/when China might be able to threaten
other countries or the United States with nuclear weapons. To answer
that standing requirement, intelligence agencies would have asked a series

of questions, such as:
Would China develop a nuclear weapon? If so, when was the carliest time
China could threaten regional neighbors with a nuclear bomb? Or the

United States?

What were China’s intentions and strategic goals for their nuclear

weapons program?

To what extent was China relying on help from other countries, such as

the Soviet Union?

How would China physically create its bomb? What materials would

Chinese scientists use?
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Where would they mine and manufacture the materials? Where would

tests occur?

Some of the most useful historical records to determine how U.S. intel-
ligence officials handled their tasks are declassified National Intelligence
Estimates (NIEs). NIEs map out the analytic view of the U.S. intelligence
community in general, and often with a much longer time horizon than other
intelligence art forms. NIEs are a product with a broad reach within the U.S.
government, and they become part of the historical record of the sense of the
U.S. intelligence community on a topic at any given point in time.** NIEs
focused on China in the 1950s and 1960s, now declassified, demonstrate a
composite of what U.S. intelligence agencies assumed about China in the face
of significant intelligence and expertise gaps on the topic.

Early U.S. intelligence analysis on Chinese nuclear weapons development
recognizes and emphasizes significant gaps in collection on the issue. The
NIE:s relating to Chinese nuclearization from the 1950s and 1960s typically
begin with a long disclaimer about the lack of intelligence information on the
issue. For example, in April 1962, the intelligence community published a top
secret NIE on Chinese Communist advanced weapons capabilities.” The very

first line of the report states:

“In analyzing the evidence on Chinese programs for advanced weap-
ons, we have encountered numerous important gaps and inconsisten-
cies. The evidence available to us clearly proves the existence of pro-
grams in the missile and nuclear fields, but it is insufficient to permit
us to reconstruct these programs in the fashion which is possible for

. . ”26
various comparable Soviet programs.

Every other declassified intelligence report reviewed for this article con-
tains similar introductory language. For example, one NIE from December
1960 states, “our evidence with respect to Communist China’s nuclear
program is fragmentary as is our information about the nature and extent
of Soviet aid.”? These disclaimers may have intended to deflect account
ability, but analysts were not always so aware of collection gaps or ready to

admit them.
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As carly as 1955, U.S. intelligence agencies had determined that China’s
leaders were interested in a nuclear program, but they doubted it would
achieve any success. In one of the first U.S. intelligence assessments of China’s
nuclear ambitions that has been declassified, famous and respected CIA ana-
lyst Sherman Kent, after whom the current CIA analytic training school is
named, in June 1955 assessed that “China almost certainly would not develop
significant capabilities for the production of nuclear weapons within the next
10 years unless it were given substantial external assistance.”®® Kent’s analysis
conveys one of the most persistent and most damaging flawed assumptions
present in early U.S. intelligence assessments about Chinese nuclearization:
that China could only develop nuclear weapons with Soviet assistance.

This line of analysis was hardly a complete red herring. The Soviets did
have an agreement to support Chinese nuclear efforts in the 1950s, and the
existence and objectives of the Comintern were well known. However, little
evidence today suggests analysts were rigorously testing the assumption of
Soviet aid. Factors shaping early U.S. intelligence analysis mentioned earlier,
such as the scarcity of China experts that McCarthyism left in the federal gov-
ernment and an American norm for “othering” China, also likely reinforced
the resilience of the idea of Soviet aid to China in analysis until CIA received
sufficient evidence, much later, to convince analysts that the Sino-Soviet split
had occurred.”” The Soviets in China never actually passed the equipment
and plans China had requested, and most of China’s nuclear program is of
completely indigenous development.*® By 1962, overhead imagery of Chinese
nuclear sites verified that the Chinese had a nuclear program.’' Lacking suf-
ficient information from other corroborating sources to confidently estimate
how far along the programs were and crippled by biases about the techniques
China would use, analysts failed to interrogate their assessments. U.S. ana-
lysts’ conviction that China required Soviet help led them to several other
problematic core assumptions, driven by cognitive biases that are now easily
recognized by anyone who has studied international relations theory: mirror
imaging and confirmation bias.

Mirror imaging is a bias that occurs when an actor assumes that their op-
ponent will behave in the same way the original actor has in the past or how
the actor would behave under the circumstances. In this case, U.S. intelli-

gence agencies assumed that the PRC’s path to a nuclear arsenal would mirror
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the steps that the United States and the Soviet Union took in terms of timing,
cost, facilities, and recognizable signatures that intelligence agencies could
collect. Indeed, on some of these factors, China did follow the precedents that
the United States and the Soviet Union had set because science required it. On
other key factors, however, the context of China’s unique situation ended up
skewing the milestones of China’s nuclear program away from the U.S. intelli-
gence estimates of timing, cost, and even technique. Cultural expertise related
to China and fluency with analytic tradecraft methods similar to those used
today, that routinely excavate and test core assumptions, might have prevented
this bias trap. As things were in the late 1950s, this initial bias encouraged an
extremely problematic analytic error and another damaging form of bias.

In terms of the error, because U.S. intelligence assessments in the late
1950s and carly 1960s assumed both that China would require Soviet assis-
tance to make a nuclear weapon and that China’s path to a bomb would mir-
ror the steps that the Soviet Union and the United States took to make their
bombs, the assessments for years confidently expected China to produce their
first bomb with a plutonium warhead. At the time, it was well known among
nuclear scientists that either a plutonium warhead or a heavily enriched ura-
nium warhead could yield a nuclear bomb. Plutonium warheads had some ad-
vantages over enriched uranium in terms of cost and efficiency of production,
but plutonium-based nuclear warheads were more complicated to design and
create. Conversely, enriched uranium-235 was more difficult to acquire and
process, but the bomb itself was easier to produce.’” U.S. analysts expected
that Soviet aid to China in the nuclear field would be more likely to facili-
tate efficient plutonium production than to help the Chinese enrich sufficient
amounts of uranium.

The core assumption proved incorrect. By 1960, China had developed
plants for processing uranium into the required enriched form using facilities
for the gaseous diffusion process that Chinese scientists had independently
designed and built in the late 1950s.* China exploded its first plutonium
bomb in December 1968, just over four years after its first uranium-235 bomb
and without Soviet aid.>

The erronecous assumption that China would first create a plutonium
bomb encouraged the development of a compounding problem in the U.S. in-

telligence collection: confirmation bias. U.S. intelligence assessments prior to
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China’s successful nuclear bomb test tended to evaluate the status of China’s
nuclear weapons program based on the fact that they sponsored overhead sur-
veillance imagery of China and had not discovered the signatures of pluto-
nium production facilities. In other words, emerging information (or in this
case, information 7o emerging) confirmed preceding beliefs. The U.S. gov-
ernment had high confidence in the pictures that returned from the newly
deployed CORONA satellites and U-2 planes that the United States arranged
for a team of Taiwanese pilots known as the Black Cats to use.”

These tools could acquire detailed aerial pictures of the otherwise denied
Chinese countryside. Indeed, the pictures that these expensive and cutting-
edge tools returned were remarkable. Most NIEs in the early 1960s included
as evidence examples of pictures from CORONA satellites, U-2 planes, and
other increasingly sophisticated tools for overhead surveillance.** However,
aerial imagery requires targeting. If satellite operators or pilots know where to
point the camera, the result is a photograph that can reveal a great deal of in-
formation about a nuclear facility. With little other intelligence information
to aid in the targeting, finding a uranium facility in a space as large as China
was a bit like finding a needle in a haystack. The availability of imagery in this
case encouraged confirmation bias and other analytic traps.

Relying on imagery with little corroboration also made U.S. intelligence
assessments vulnerable to Chinese counterintelligence efforts. From the earli-
est days of the nuclear program in China, CCP leaders emphasized secrecy.
CCP leaders and Chinese nuclear scientists worked together to locate facili-
ties in both the upstream and downstream production chain for nuclear weap-
ons that geography would help shelter from U.S. aerial imagery. China’s first
nuclear facilities were either nestled in cloud-covered locations in interior, re-
mote western locations, such as Xinjiang and Gansu, or hidden in suburbs
near Beijing.” CIA’s Office of Scientific Intelligence (OSI) had geographers
identify targets using scientific methods, but analytic biases led them to em-
phasize the scarch for plutonium. Plutonium installations would have had
different signatures than uranium tetrafluoride plants established to process
uranium-235. Locating the building sites in obscure locations was far from
the only effort the PRC leaders made at denial and deception to hide their
program. Indeed, the entire system for naming nuclear facilities and person-

nel components included a set of generic names and non-sequential numbers,
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such as the uranium oxide production plant known simply as “Plant Number
2” near Beijing.*®

Human intelligence reporting from a source with access to knowledge
about the Chinese nuclear program that U.S. intelligence officials believed to
be reliable could have been sufficient to challenge the firm assumption that
China’s first bomb attempt would use plutonium. No evidence in the cur
rently declassified U.S. government intelligence assessments suggests that
such a source existed. William Burr and Jeffrey Richelson describe a report
from Chiang Kai-shek’s intelligence services shared with the CIA in 1963
that conveyed intelligence that the Chinese were operating a nuclear reactor at
Lanzhou to process uranium.* Records now show that this report was prob-
ably accurate. At the time, CIA dismissed it, for reasons that are not currently
known to the public. The information contained in the report would have
challenged the U.S. assumption that China would pursue plutonium, which
they might have verified by different reviews of or targeting of imagery.

Initial flawed U.S. intelligence estimates about China’s nuclear ambitions
calcified into damaging biases just before the PRC’s first successful test in
1964. Despite false steps in estimating how China would get its bomb, U.S.
intelligence assessments had still estimated whez the test would occur within
a reasonable margin of error. Intelligence analysts at the State Department’s
Bureau of Intelligence and Research (INR) such as Allen Whiting (who later
became a professor) and other nuclear science experts in the United States
had hinted to CIA in 1963 and 1964 that they should revisit their assump-
tion about China’s bomb being plutonium-based. However, Jeffrey Richelson
has shown that analysts in CIA’s Office of Scientific Intelligence, which had
the responsibility of analyzing global nuclearization, stubbornly stood by
their focus on the plutonium.* Even with the flawed assumption that China
planned a plutonium bomb still in place, the intelligence community had suf-
ficient intelligence about China’s nuclear test site at Lop Nor from imagery
intelligence to warn policymakers in August 1964 that the site could host a
nuclear test within two months, though analysts specified that they had low
confidence that China possessed the necessary fissionable material to con-
struct a bomb.* It is fascinating to imagine that even looking at detailed pho-
tographs of a nuclear test facility prepped and ready for a bomb test did not
spur analysts to review and test their assumptions about China’s plans and
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capabilities. As intelligence agencies collected information on China’s test
after it happened, many of the mistakes in their estimates became clear. NIEs
after 1964 reflect more sophisticated analytic tradecraft and less consensus be-
tween U.S. intelligence agencies, but the tendency to underestimate Chinese
capabilities persisted.

The point of the analysis in this section is not to laud China for its nuclear
achievement or poke holes in the stumbles of early U.S. intelligence efforts.
Rather, the intention is to highlight the lack of self-awareness on the American
side about cultural and cognitive bias, to show an example where this lack of
awareness caused real harm, and to note that arrogance or paternalism on the
part of U.S. leaders and diplomats toward the PRC in this case was particu-
larly misguided and dangerous. U.S. intelligence analysis has changed since
1964, not just on China, but on global issues, as a result of learning from er-
rors. One does not get the sense, however, that U.S.-China relations has ab-

sorbed the lessons of the past.

Policy Implications

For far too long, the American public has taken an ostrich-approach toward
China, refusing to sufficiently recognize China’s strengths, particularly in the
face of fear of increasing authoritarianism in the People’s Republic. Examples
are easy to find in the tone of shock present in U.S. media coverage whenever
the Chinese government, military, or business sectors achieve a milestone.
Take, for example, the media shock and conspiracy theories that resulted from
the meticulously reported article in December 2020 that a Chinese spy had
targeted U.S. politicians including Rep. Eric Swalwell.*? In 2017, the establish-
ment of China’s first overseas military base in Djibouti generated the same re-
action.® The pattern has repeated with press reports of China’s naval, missile,
and space achievements, such as those in the lunar exploration program China
started back in 2003. The global spread of COVID-19 in 2020 also unleashed
a stream of anti-China press coverage and political rhetoric suggesting that
prejudices of the early Cold War are not as distant as many American China
watchers might have hoped. The presidential transition in the United States
this year makes a natural point of inflection to reconsider what is true about

Chinese capabilities, reckon with what China’s intentions might be and cope
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directly with the fact that widespread American unfamiliarity with China and
fear of its authoritarianism is making U.S. policies less effective and relevant.

The biases and implicit assumptions in the United States about China de-
scribed in the nuclearization examples above also influenced the diplomatic
normalization process and early years of post-normalization bilateral diplo-
macy. The risk of “othering” China in assessments or approaching negotia-
tions with an attitude of superiority has not vanished over the years that the
United States has pursued a policy of engagement with China. China experts
in the United States are starting to recognize that engagement policy intro-
duced in the 1970s and 1980s, intended to mentor the People’s Republic
toward Western-style democratic transition has not worked as expected par-
tially because of its intrinsic emphasis on the superiority of the United States.
Analytic traps in the 1950s and 1960s and the cffect they had on the U.S.
government’s understanding of China’s nuclear arms development thus offer
an important cautionary tale today.

Constructive debate within the United States over China’s intentions and
how to respond will require truthful acceptance of China’s current and po-
tential capabilities. Practical and effective policy development cannot proceed
if stakeholders cannot accurately grasp capabilities and intentions of their
counterparts. Unlike in the 1950s and 1960s, the U.S. intelligence commu-
nity is not the audience that most needs the message of the mistakes the U.S.
assessments made about China’s nuclearization. National security method-
ologies have evolved to recognize and challenge biases, and the workforce has
diversified. Experts on China are far more numerous in the United States now
than during the Cold War, and successful programs to lure personnel with
expertise on the issues and regions most strategically important to the United
States have helped the U.S. government. The greater risk lies with the increas-
ing number of U.S. companies and industries that influence—and are influ-
enced by—U.S.-China relations. This expansion means that more Americans
not likely to have been previously exposed to education about China’s history,
politics, or culture are now stakeholders. They are left to form their own as-
sessments of Chinese capabilities with the aid of siloed media, often deeply
politicized and preserving the biases apparent in the historical case above.
With influence over the bilateral relationship diffused over a much broader

cross section of American socicty than was the case in the 1950s and 1960s,
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the responsibility of policymakers and public intellectuals to provide fact-
based guidance on China and authentic policy toward China has increased.
Policymakers, public intellectuals and government officials in the United
States who follow China closely and have become aware of the bias trap that
exists in underestimating Chinese capability have an obligation to raise the
level of discourse and improve diplomacy. Programs that improve American
education about China would pay dividends for years to come. Some changes

that could aid this process are relatively simple to accomplish:

Renew past efforts at hiring government officials who have expertise on

China and generate new hiring incentives for these individuals.

Encourage companies in industries that rely on business with China to

incentivize China expertise in hiring.

Remove the Trump Administration’s limitations on the Fulbright

exchange program between the United States and China.

Develop and fortify U.S. Department of Education and State
Department programs that encourage U.S. students to pursue the study
of Chinese history, politics, and language.

Support programs for Track IT diplomacy between the United States and

China and continue to innovate these opportunities.

Counterintelligence concerns have caused the U.S. government to increase
limitations on these kinds of engagement programs in the past decade. A more
constructive approach would be for the U.S. government to boost internal
counterintelligence efforts and perform greater outreach and training to the
U.S. public about the realities of Chinese espionage and cyber espionage pro-

grams. For example, efforts could include:
Fostering cooperation between U.S. government and the tech sector to

produce standards for security, privacy, and freedom from surveillance in

the cyber realm.

54



Lop Nur and the U.S. Intelligence Gaze

Improving public outreach in the United States to explain security
concerns with Chinese technology that have spurred specific regulations,
such as Huawei 5G and TikTok.

Conclusion

A change in the U.S. diplomatic attitude toward China to start treating it
more as “peer” than “near peer,” in terms of capabilities, will be challenging
to orchestrate, even in a new presidential administration. Treating China as
a capable counterpart instead of a younger sibling that needs mentorship will
require a paradigm shift for some U.S. stakcholders. Nonetheless, this goal is
worth attempting because without doing so, the world is likely to move on
without U.S. leadership. As David Wertime wrote, “America doesn’t get to
veto China’s rise, only to reckon with it.”** Many have convincingly argued
that this leadership shift is already occurring with Sino-European relations
changing fast, and Europe already taking a global leadership role on issues of
technology governance and data security. The United States can simultane-
ously recognize China’s strengths and present viable alternatives that compete
favorably with Chinese global efforts. These approaches are not exclusive and
need not suggest U.S. weakness.

Recognizing China’s strengths does not equate to being “soft” on China or
relinquishing the ability to serve a global leadership role on issues of impor-
tance. Historical cases within the last century reveal the harms of allowing
prejudice and assumptions to distort critical reflection on the important Sino-

American relationship; now is a perfect time to recalibrate to address it.

The views expressed in this essay are those of its author, Dr. Sara B. Castro, and
do not represent the official policy or position of the United States Air Force
Academy, the Air Force, the Department of Defense, the U.S. Government, the

Wilson Center, or any other organization.
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Abstract

The past two decades have witnessed a significant warming of ties between the
United States and India. A core driver of this has been the uncertainty behind
the rise of China and what this means for India. China’s rapid ascent repre-
sents both opportunities and challenges for India in the Indian Ocean Region
(IOR). This paper examines several key questions surrounding this develop-
ment. For example, how aware is Beijing of Indian sensitivities surrounding
Chinese activities in South Asia and the IOR? Are Chinese analysts cognizant
of the impact that Chinese activities have on the strengthening of ties between
New Delhi and Washington? Of equal importance, are decision makers in the
U.S. conscious of the concern their Indian counterparts have about working
too closely with the Americans? Importantly, this paper addresses one of the
crucial developments of the 21st Century, the geopolitics of the rise of China
and India and the role that the United States plays in this phenomenon.

Policy Recommendations:

New Delhi is willing to work closely with Washington, but it is not
willing to form any kind of formal anti-China alliance with the United
States. American leaders need to temper their expectations of India and
not force New Delhi into a situation where Indian leaders feel they are

being pressured to join some sort of explicitly anti-China alliance.

If Beijing continues to misplay its hand vis-a-vis India and seems tone
deaf to how its behavior is pushing India closer to the United States,
Washington should take full advantage of Chinese mistakes in the region
and capitalize on these by forging closer ties with India.

Washington needs to be aware of New Delhi’s limits, these include the
unwillingness of New Delhi severing or curtailing India’s security ties

with Russia.
American policy makers need to keep a close watch on some of the

domestic constraints Indian leaders may face to deepening bilateral

ties. While the Modi administration has been able to sidestep many of
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the constituencies that hobbled previous administrations from forging
closer relations with Washington, American officials need to be have an
accurate gauge of the political left in India. When necessary, they need to
work with their Indian counterparts to head off any potential challenges

that may arise from such political parties or groups in the future.

Domestic politics in India are much more critical than foreign policy.
New Delhi’s ties with Washington are important to American leaders,
but they are not a core concern to India and are best viewed as a
peripheral issue. The COVID-19 pandemic’s harmful impact on the
Indian economy will likely increase the saliency of domestic issues over

foreign policy.
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Introduction:

The signing of the Basic Exchange and Cooperation Agreement (BECA) on
October 27, 2020, was the fourth and final major foundational defense agree-
ment between Washington and New Delhi. This combined with the three
previous agreements, represents a sustained commitment by both democra-
cies to increase military-to-military cooperation and interoperability between
their respective forces. For the past two decades these agreements, that are
common between the U.S. and its allies and partners, were extremely contro-
versial in India. It has only been in the last five years that substantial prog-
ress has been made to their implementation. A key and decisive driver of New
Delhi’s willingness to cooperate with Washington in the security field has
been the rising power and influence of China in South Asia and the Indian
Ocean Region (IOR).

This paper examines the drivers and the security dynamics of the evolving
strategic relationship between the United States and India and the role that
China plays in this process. While China’s rise is viewed as an opportunity
for many states in Asia and beyond, the festering Sino-India rivalry has shown
no signs of abating, and in fact, in the summer of 2020 it witnessed its first
deadly encounters in 45 years." Specifically, this essay will analyze these dy-
namics from the perspectives of Beijing, New Delhi, and Washington. Some
of the key questions asked are: how cognizant are Chinese leaders and policy
analysts of India’s concerns about Chinese activities in South Asia? How close
is India willing to get to the U.S.? Is Washington aware of Indian sensitivi-
ties towards working with the U.S.? This paper makes its conclusion by draw-
ing on extensive interviews conducted in China and India from 2016-2019,
and from a deep reading of the relevant scholarly and policy literature in both
English and Chinese.

This essay is divided into four sections. First, I provide a short, but neces-
sary background and introduction to the current situation. Second, I discuss
the American approach and analyze American interests and goals. The third
section assesses the role that China plays in the dynamic. The final section

examines the situation from India’s perspective.

62



The Emerging Great Power Triangle

Background:

The Sino-Indian rivalry has been a fixture of Asian geopolitics since the 1950s.
A core component of this rivalry is the territorial dispute along their shared
Himalayan border. Contested territory is found in multiple areas, but it pri-
marily centered on Aksai Chin, a 38,000 square kilometer section of land on
the Ladakh and Tibetan borders in the northwest of India, and Arunnachal
Pradesh/South Tibet (90,000 square kilometers) along the northeastern
Himalayan border. Tensions led to a brief, but bloody, war in October 1962,
where the Chinese military quickly defeated Indian forces. The war and defeat
came as a shock to India and to this day has a powerful influence on Indian
perceptions of China.?

The post-1962 era witnessed multiple periods of military mobilization along
the border, but no large scale conventional military confrontations. Since the
1980s there have been regular confidence building measures (CMBs) between
Beijing and New Delhi, but no major diplomatic breakthroughs. In fact, in
every year since 1981, there have been talks aimed at solving the dispute. These
include eight rounds of vice-ministerial meetings in the 1980s, 15 meetings of
joint working group from 1989-2005, and 21 meetings of special representa-
tives at the level of national security advisor since 2003.> A potential solution
to the territorial dispute would have both states accept the status quo that has
existed for over a half century, which would entail China keeping Aksai Chin,
which it occupies, and India maintaining Arunachal Pradesh (South Tibet
for China), which it occupies and in 1987 was made an Indian state. While
China floated the idea of a “border swap” in 1960 and 1980, for reasons of
sovereignty, and of possibly greater importance, domestic political consider-
ations, India has rejected such a solution. Jawaharlal Nehru justified his rejec-
tion of the potential swap in 1960, by stating, “if I give them Aksai Chin I
shall no longer be Prime Minister of India—I will not do it™

Since the beginning of the 21st Century, the rivalry has expanded from the
Himalayas to the IOR. According to the Indian Navy, at any given time 6-8
Chinese warships are present in the northern Indian Ocean’ While such pa-
trols are in full accordance with international law, they significantly increase
New Delhi’s perceptions about being “contained by China.” These naval for-
ays by the Chinese People’s Liberation Army Navy (PLAN), along with the

continuing tensions along the border and the overall greater anxiety in India
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about the long-term strategic implications of China’s rise, have provided a
strategic opportunity for Washington to push for a closer and much deeper
relationship with New Delhi. The deadly confrontation along the Tibetan/
Ladakh border in the summer of 2020 only reinforces the hand of those in
India and the United States who advocate a more robust defense relationship.
It is in this context that this report is derived.

I. America’s Outreach to India.

American Interests:

Over the past two decades Washington’s rivalry with China has expanded
from tensions centered on the status of Taiwan and China’s immediate pe-
riphery to a much more comprehensive rivalry that is rapidly extending to the
global arena. Since at least 2000, every American administration has sought
to strengthen bilateral relations with India as a way to hedge against the un-
certainty of the rise of China. A cornerstone of these ties have been the foun-

dational defense agreements between the two country’s militaries.

Foundational Agreements:

The current American military outreach to India saw its first major accom-
plishment in 2002 when, after 15 years of negotiations between Washington
and New Delhi, the General Security of Military Information Agreement
(GSOMIA) was signed. This was followed by the signing of the New
Framework for Defense Cooperation in 2005 and the 2012 U.S. Defense
Technology and Trade Initiative (DTTTI). The New Framework for Defense
Cooperation was renewed in 2015 for another 10 years.” The GSOMIA is
a foundational defense agreement that furthered defense ties. Such agree-
ments are usually paired with other foundational agreements. However, due
to mostly domestic political considerations in India (see below) it would take
another 14 years before the U.S.-India Logistics Exchange Memorandum of
Agreement (LEMOA) agreement was signed. This was followed in 2018 with
the signing of the Communications Compatibility and Security Agreement
(COMCASA). These documents helped facilitate logistical challenges and in-
teroperability between the two militaries.® The final defense agreement, the
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Basic Exchange and Cooperation Agreement (BECA), was signed in October
2020. This specific agreement helps facilitate the provision of targeting and
navigation data from American combat systems and makes available a more
advanced version of GPS reserved for the Pentagon, which is classified and
much more accurate than the civilian one.’

From a military-to-military perspective, these agreements open the door
to enhanced cooperation, thus strengthening ties and enhancing interoper-
ability. One of the most recent examples of this can be seen in November 2019
with the first ever tri-service exercise between the United States and India.
The nine-day “Tiger Triumph” exercise was ostensibly about humanitarian

assistance and disaster relief, but a core goal was to expand interoperability.'

American Expectations and Goals:

A central American goal is to work with India and enhance the interoper-
ability of conventional military forces and to help counter the uncertainty
surrounding China’s rise."! Perceptions of an assertive China have greatly
increased over the past decade and India—with its size, geographic location,
and enormous potential—is one of the few countries that can directly assist
Washington in this goal. The Pentagon’s 2019 Indo-Pacific Strategy Report
classified India as a “Major Defense Partner,” a status unique to India. The
designation seeks to elevate the U.S. defense partnership with India to a level
commensurate with that of America’s closest allies and partners.”'? This, when
combined with the renaming of the U.S. Pacific Command (PACOM) to the
U.S. Indo-Pacific Command (INDOPACOM), firmly places India at the
center of American grand strategy.'?

A key question is, what does Washington expect from New Delhi? Indian
leaders and foreign policy strategists do see China as a long term strategic
challenge. In a 2019 poll conducted by Brookings India, 75 percent of India’s
strategic community see the United States as India’s most important partner
on global issues. Furthermore, 54 percent view China’s perceived assertive-
ness “as the most significant external challenge India faces.”* While Beijing
is clearly viewed as a threat by India’s strategic community, this does not
mean that New Delhi is ready to join Washington in an anti-China alliance.”
Several analysts from the Center for Naval Analysis in Washington D.C. have

warned that American decision makers must temper their expectations of
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India as New Delhi is not a reliable partner for countering China.'® Despite
the growing power of China, some in the New Delhi’s security think tanks
see the foundational agreements as attempts to make India a client state of
the U.S."” Alyssa Ayres, a former U.S. Deputy Assistant Secretary of State for
South Asia, has warned that leaders in New Delhi do not necessarily welcome
every offer of help from Washington. This even applies to situations where
the U.S. believes it is bending over backward to help New Delhi.'® Ayres also
stated that she regularly heard decision makers in Washington refer to India
as an “ally.” While this may not appear to be a major gaff, as will be discussed
in greater detail below, India policy makers are vehemently opposed to a for-
mal alliance with Washington.”

While India and the United States do not have an official alliance, interest-
ingly, India conducts more military training exercises with the United States
than with any other country.?® The United States has been instrumental in
India’s defense modernization program. As Figure 1 below shows, over the
past 15 years the U.S. was the second largest source of arms imports to India,

second to only Russia.

FIGURE 1. Indian Arms Imports from the U.S. and Russia: 2004-2019.
Based on Trend Indicator Values. (SIPRI)?'
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India’s Russian Dependency:

As noted in Figure 1 above, Russia has been a crucial source of arms to India
for years. Russian weapons systems are ubiquitous in the Indian military.
Russian warplanes such as the SU-30 and Mig-21 and Mig-29 form the back-
bone of the Indian air force, and Russian warplanes represented nearly 75 per-
cent of India’s total fighter bomber fleet as of 2019, while 44 Mig-29K/KUBs
are divided into two squadrons that constitute the naval fighter bomber
wings.?> Of India’s 15 diesel electric attack submarines (SSK) nine are Russian
Kilo-class submarines renamed the Sindhughosh-class and serve as stalwarts
of India’s undersea warfare programs. In addition, India’s one nuclear pow-
ered attack submarine (SSN), the Chakra, is the renamed Russian Submarine
Akula IT1.% Since 2009, the Russian nuclear powered submarine the Arihant,
a scaled back version of the Russian Charlie-class with 4 silos instead of 8, was
used by the Indian navy as a training platform.*

American opposition to Indian purchases of Russian weapons, and threats
of economic sanctions if India persists in acquiring advanced systems such as
S-400 missile batteries are counterproductive. For decades India has relied on
both Soviet or Russian systems and even if New Delhi wanted to walk away
from Moscow, it could not. So much of India’s inventory is reliant of Russian
technology and thus, potential spare parts, that the idea of India breaking
from their Russian suppliers is a non-starter. This is a point that policy makers
in Washington need to realize. In addition, New Delhi has legitimate con-
cerns about long-term American reliability. While American has been instru-
mental in working with India in certain areas, (such as nuclear power) con-
cerns over contentious issues such as human rights, the status of Muslims in
India, or changes in American administrations that may not be as willing to
work with India, cause New Delhi to diversify their sources of military hard-

ware. This is both a political and strategic decision in India.

The Dragon in the Room:

Indian leaders are not willing and will likely never be willing to join a formal
alliance with the United States against China. However, this political real-
ity has not stopped the two states from cooperating on countering China’s
emerging role in the IOR. In terms of weapons systems, as noted in Figure

1 above, the United States has been a major supplier of arms and logistical
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equipment to India over the past decade. Some of these systems include an
entire squadron of 11 C-17A heavy transport aircraft, Apache helicopter gun-
ships, and a squadron of 8 P-81 Neptune anti-submarine warfare aircraft.?”

The Manmohan Singh government which was in power from 2004-2014
was much more skeptical of American designs than the current Modi admin-
istration. Under Singh’s Minister of Defense, A.K. Antony, the Indian mili-
tary reduced the number of naval exercises with the American navy because
of Chinese opposition and a desire to reduce the profile of U.S.-India mili-
tary cooperation.?® Antony’s constituency in Kerala has major concerns about
getting too close to the United States, and military-to-military ties therefore
suffered. This changed dramatically when Narendra Modi came to power in
2014.”” Importantly, in Modi’s first four months in office, India had more
high-level engagement with Chinese officials than with American ones. Prime
Minister Modi even spoke about potentially solving and not just managing
the territorial dispute.”® Several months after taking power, Modi hosted
Chinese President Xi Jinping in India. However, just before the September
visit, Chinese troops crossed into Indian territory and constructed new roads
and stayed for 20 days.*” This incursion coinciding with an official visit by the
Chinese leader was perceived as an insult to Modi and to India. After this
episode, it was clear to the Modi administration that the U.S. was essential to
Indian security interests.>

Of strategic significance, the United States and India are laying sensors
designed to track Chinese submarines on the ocean floors of critical choke
points leading into the Indian Ocean.’ In addition, the United States is also
assisting India on both its nuclear submarine program and aircraft carrier pro-
gram.” Perhaps of greater importance is the reported assistance Washington
has provided to New Delhi during periods of border infractions such as the
2017 Doklam standoff,* as well as the 2020 Galwan conflict.** In fact, accord-
ing to Kenneth Juster, the American Ambassador to India, during the tense
Ladakh standoff the U.S. provided crucial intelligence. He states, “our close
coordination has been important as India confronts, perhaps on a sustained
basis, aggressive Chinese activity on its border,” Such confirmation is in addi-
tion to the working relationship between Trump administration Secretary of
Defense Mark Esper and his Indian counterpart Rajnath Singh, who are also
reported to have discussed the standoff:*
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Takeaways for USA:

The events of the past year have provided American policy makers with a stra-
tegic opportunity to work with India on China-related issues. Real or perceived
Chinese aggressiveness both along the China-India border and in the IOR,
have made New Delhi much more amendable to America’s strategy of counter-
ing China. This, when combined with the Modi administration’s willingness
to partner with Washington, greatly enhances the prospects for future bilateral

ties. However, Washington must be cognizant of the following five key points.

New Delhi is willing to work closely with Washington, but is not willing
to form any kind of formal anti-China alliance with the United States.
American leaders need to temper their expectations of India and not
force New Delhi into a situation where Indian leaders feel they are being

pressured to join some sort of explicitly anti-China alliance.

If Beijing continues to misplay its hand vis-a-vis India and seems tone
deaf to how its behavior is pushing India closer to the United States,
Washington should take full advantage of Chinese mistakes in the region
and capitalize on these by forging closer ties with India.

Washington needs to be aware of New Delhi’s limits, these include the
unwillingness of New Delhi severing or curtailing India’s security ties

with Russia.

American policy makers need to keep a close watch on some of the
domestic constraints Indian leaders may face to deepening bilateral

ties. While the Modi administration has been able to sidestep many of
the constituencies that hobbled previous administrations from forging
closer relations with Washington, American officials need to be have an
accurate gauge of the political left in India. When necessary, they need to
work with their Indian counterparts to head off any potential challenges

that may arise from such political parties or groups in the future.

Domestic politics in India are much more critical than foreign policy.

New Delhi’s ties with Washington are important to American leaders,

69



Christopher K. Colley

but they are not a core concern to India and are best viewed as a
peripheral issue. The COVID-19 pandemic’s harmful impact on the
Indian economy will likely increase the saliency of domestic issues over

foreign policy.

Il. Chinese Views of the Evolving India-U.S. Partnership.

For most of the past 70 years South Asia and India, in particular, have not
been high on China’s strategic agenda. From a security perspective, Chinese
leaders have been preoccupied with East Asia and the United States. It is
only recently that security concerns in the IOR, many of these centered on
China’s sea lanes of communication (SLOCs), have gained more prominence
in Beijing. While more attention is now directed towards India, part of this
is related to recent Chinese concerns about the budding defense ties between

New Delhi and Washington.

China and its SLOCs: From Dalian to Rotterdam:

The year 1993 was an important year for China and its SLOC:s. The year is fre-
quently cited as the point when China became a net importer of oil, which is
often viewed a critical juncture in Chinese overseas trade.* What is less pub-
licized is that this same year the Chinese merchant ship “Yinhe” (“Galaxy” in
English) was stopped on the high seas by the U.S. Navy on its way from China
to Iran. While the precise details of the case are available in other works, it is
relevant to point out that the Yinhe was suspected of carrying components
used in the manufacture of chemical weapons.”” The U.S. Navy shadowed the
Yinhe across the Indian Ocean and then forcefully stopped it and had a crew
from Saudi Arabia scarch it for contraband. Importantly, no illicit materials
were found, and the Yinhe was allowed to continue on to Iran. Unbeknownst
to most western security analysts, this event had a profound impact on Chinese
thinking about protection of Chinese SLOCs. Sha Zukang a Chinese diplo-
mat and the UN Under-Secretary-General for Economic and Social Affairs,
publically stated, “I think that we were bullied [by America] because we
[China] are not strong enough...As we used to say that ‘weak countries have

no diplomacy, I am afraid that this is an example of that.”*® The impact that
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this event had on the Chinese government and military was profound. One
of Beijing’s leading security scholars who has given lectures to the top levels of
the Chinese government called the event a “great humiliation” and stated that
China has to take action so that this will “never happen again.”*

In the 28 years since the Yinhe incident, the PLAN has gone from a force
with less than 5 percent of its force considered “modern” by the American
Office of Naval Intelligence, to a force able to project power on a regular basis
in the IOR with entire categories of warships approaching the criteria for
being classified as “modern.”® Chinese SLOCs through the IOR now carry
80 percent of China’s imported oil,*! as well as 95 percent of China’s trade to
the Middle East, Africa, and Europe.*? In order to protect these vital SLOCs,
the Chinese government has devised several linked strategies. The concept of
“forward edge defense” calls for China to set up an “arc-shaped strategic zone
the covers the western Pacific Ocean and northern Indian Ocean.”™? In for-
mer Chinese President Hu Jintao’s 2012 speech to the 18th Party Congress,
he specifically called for China to have the ability to “resolutely safeguard
China’s maritime rights and interests, and build China into a maritime
power.”** Other Chinese analysts have advocated for additional strategies in
the Indian Ocean.

Song Dexing, Director of the Nanjing Institute of International Relations,
argues that the main concern for China is energy security in the IOR, and
the real challenge for China is India and the U.S. seeking to jointly control
the India Ocean>® Hu Bo, the Director of Beijing University’s Center for
Maritime Strategy Studies and one of China’s leading authorities on maritime
security, has called for China to establish two oceangoing flects (for the Pacific
and northern Indian Oceans) centered around aircraft carriers. Professor Hu
argues that “by maintaining a certain military presence in the India Ocean, it
will prevent adversaries from paralyzing China’s operational resolve by means
of sabotage, blockade, or restrictions on China’s SLOCs.”!

China’s expanding missions aimed at SLOC protection in the IOR have
raised serious concerns in India. As stated above, the PLAN operates at any
given time 6-8 warships in the northern Indian Ocean. In the summer of
2017, the PLAN conducted live fire exercises in the region, which caused the
Indian Navy to initiate “Mission Based Deployments” (MBD) that are de-
signed to shadow PLAN warships throughout the IOR .
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TABLE 1. Estimated 2021 Chinese, American and Indian Modern Blue
Water Capable Vessels.**

Vessel Type United States India China
Aegis type DDG 90 4 36
Modern Frigate 25% 4 30
Aircraft Carriers 11 1 24
SDtIIT)sne1Iarines L 16 30
ucewrbowered 57 z 2
Total Vessels*® 261 33 132

Chinese efforts to protect SLOCs by sending warships to the IOR, causes
rising concern in New Delhi. Simply put, China sends warships to the IOR
to defend Chinese interests against possible American-led attempts to sever
Chinese SLOCs. These very naval forays cause great unease in New Delhi
driving India to both modernize its navy, and of greater strategic significance,
to work much more closely with Washington.

The role of the Belt and Road Initiative, has been cited by Chinese secu-
rity scholars as a tool to be utilized in the IOR. Liang Meng argues that the
BRI can break the “strategic containment” of China by the United States
and India. Meng further states that American bases in the Indian Ocean
have triggered “great dissatisfaction in India.”>® Several analysts from the
Chinese Naval Academy of Military Science pointed out that China lacks
a “strategic fulcrum” in the Indian Ocean and that this needs to be estab-
lished. While these author’s call for maintaining the “flatness” of the China-
India-U.S. triangle, and argue for minimizing “military color” in the region,
they still insist on developing potential bases in Dar-es-Salem, Hambantota,
or the Seychelles.**
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Chinese Perceptions of India:

Chinese scholars and analysts tend to view India as a “second rate power”
and view South Asia in general as a “secondary strategic direction for China’s
rise.”>> One of China’s leading scholars of maritime security argues that China
does not see India as a threat, but he believes more and more Indians view
China as a threat. This scholar stated that the Chinese government does
not take the Indian navy seriously and it is only recently in academic circles
that the Indian navy has gained more scrutiny. Greater attention to India is
largely based on the Indian navy’s ability to interfere with Chinese SLOCs.
While acknowledging the development of India’s maritime capability he ar-
gued that the border conflict is a more serious issue.’® Some Chinese analysts
have even stated that Beijing views India as the “weak link in the Quad” (The
Quadrilateral Security Dialogue, an informal strategic forum composing the
U.S., India, Japan and Australia).”” While Chinese security experts empha-
sized the secondary role that India plays in Chinese strategic calculations, sev-
eral were quick to point out the growing concerns in Beijing about the rapidly

warming ties between Washington and New Delhi.

Chinese Views of India-U.S. Ties:

Chinese security and South Asian experts may not see India as a great
power, but there is wide agreement that India, when combined with the
United States, represents a serious threat to Chinese interests. Multiple
Chinese experts explained that these emerging ties are “a big problem” and
that this represents a major security concern for China.5® Interestingly,
one expert whose focus is on South Asia, argued that the CPEC (China-
Pakistan Economic Corridor) helps drive India towards the United States:
“The Chinese leadership knows this, but there is no consistent foreign pol-
icy for China.”

Zheng Xinkai has warned of Washington playing the “India card” and has
stated that “the strategic base in the Unites States’ ‘India Strategy’ lies in the
fact that the United States looks to India, whose strength is rising...India sees
the United States as a balanced force for the threat posed by China’s rise.”
Lin Minwang of Fudan University and one of China’s leading South Asia ex-
perts has even referred to India as “the prize” of strategic competition between

great powers. Lin also writes that President Trump’s February 2020 visit to
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India was designed to show America’s strategic relevance to India while also
reinforcing U.S.-India defense ties.”!

Several Chinese analysts have voiced skepticism on the durability of India-
U.S. relations. Wang Shida believes that close India-U.S. security coopera-
tion has had a serious negative impact on India’s overall foreign strategy, es-
pecially in regards to its tradition of long-standing strategic independence.
Furthermore, Wang argues that the U.S. uses military technology as “bait”
to increase India’s procurement of U.S. weapons, thus diminishing India’s
autonomy.®* Xiao Jun is also skeptical of long-term Indian-American ties be-
cause each state has different strategic ideas, different perceptions of interna-
tional affairs, and disputes between the two on the issue of defense and secu-
rity cooperation. Xiao argues that the U.S. considers India to be an important
partner to curb the rise of China and that it continues to increase its relation-
ship with India on the grounds of the “China threat theory.”

In one of the more interesting analyses of this evolving security dynamic,
Zheng Yongnian argues “when we deal with China-India relations, the first
thing we must consider is: Do not push India into the American Camp.” In
addition, Zheng points out that if the Sino-India border crisis promotes the
alliance between the United States, Japan, and India, the consequences will
be very troublesome for China and that China’s understanding of India is
far from enough and is often biased and wrong.* Zheng is clearly cognizant
of the dangers of being too aggressive towards New Delhi, and this level of
awareness and “speaking truth to power” is crucial if China seeks to reduce
tensions with India. This is especially true after the deadly violence of June
2020. While Professor Zheng’s interview was posted in Chinese language
media, he is based at the National University of Singapore, and thus may have
greater latitude in discussing such matters.

Blaming India for the recent violence, as some Chinese analysts do as a
“solo adventure” planned by Colonel Santosh Babu of the Indian army, may
be politically correct and convenient in Beijing, but will likely not help bring
the two sides together, or for that matter convince New Delhi to keep its dis-
tance from Washington.®® Zhang Jiadong and Wei Han, also from Fudan
University, touches on the role that China plays as a driver of cooperation
between the United States and India by stating that it is “to a certain ex-
tent in response to the development of China’s Belt and Road.” They further
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acknowledge that the re-emergence of the “Quad” is a response to China’s
new maritime strategy.°® However, they do not offer any deep assessment on
why India may feel threatened by China’s expanding role in South Asia.
Overall, Chinese perceptions of India’s ties with Washington are varied.
However, very few Chinese analysts are willing to publically warn Chinese
leaders of the dangers of pushing too hard on India. A long-standing fear in
China is to be surrounded by hostile countries and the possibility of a two-
front conflict, one in East Asia and one along the Himalayan border would be
a strategic disaster for Beijing. The perceived rise of the so called nationalistic
and aggressive “Wolf Warrior” diplomacy of the past several years has led to a
growing mistrust of China. An October 2020 survey from the Pew Research
Center found that on average 73 percent of respondents in a 14 country sur-
vey hold “very or somewhat unfavorable views” of China.®” Real or imagined,
China’s perceived aggressiveness is a direct cause of India moving much closer

to the United States. This is clearly not in Beijing’s long-term strategic interest.

Recommendations for China:
Real or imagined Chinese aggressive behavior in South Asia is a direct
cause of New Delhi and Washington enhancing security ties. Beijing
should look at how it responds to American political and military moves in
East Asia and understand how this raises threat perceptions in Beijing and
apply these same fears to Indian concerns over Chinese military activities
in the IOR. A similar level of empathy with New Delhi and actions taken

to reduce Indian concerns may help to alleviate strategic mistrust.

Publically decouple the BRI from CPEC. While Chinese officials no
longer use the term “BRI” around Indian officials, the fact that CPEC
runs through contested territory and India was not originally consulted
on its implementation makes it neatly politically impossible for Indian
leaders to cooperate with the BRI

Find a solution to the border dispute. While half of this rests on New
Delhi’s willingness to accept a solution (extremely difficult), in its current
state it is a political weapon for hawks in Washington and New Delhi

to justify closer strategic relations between the United States and India.
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A “border swap” may not be feasible, but the status quo, as recent events

have demonstrated, is a liability.

Avoid the self-fulfilling prophecy. Beijing has managed to convince itself
that Washington is bent on “containing” China and preventing its rise.
Evidence of such “containment” is frequently cited as American military
maneuvers with China’s neighbors. What Beijing needs to realize is that
many of these states are hedging against the uncertainties of China’s

rise and reach out to Washington as a result. Real or perceived Chinese
bullying of smaller Asian states, will likely lead them to hedge with the
United States. This is clearly not in China’s interest.

llIl. India and the Triangle:

India’s festering rivalry with China has experienced periods of both relative
calm and sharp escalation over the past six decades. The deadly encounters over
the summer of 2020 were the first recorded fatalities in 45 years between the
Indian and Chinese militaries. While China’s rise has been seen as an oppor-
tunity by some in India, large sections of the political and security establish-
ment view China with apprehension, fear, or both.® In the security commu-
nity, the greatest concern over China’s rise is fear of “containment” by China.
With China’s “all weather friendship” with Pakistan, the protracted border
dispute in both the western and eastern sections of the Himalayas, and, over
the past two decades, regular PLAN incursions into the IOR, Indian politi-
cians—and especially the Modi administration—perceive China increasingly
as a threat. Understanding New Delhi’s perceptions of Chinese “contain-

ment” is essential to assessing the emerging China-India-U.S. triangle.

Perceptions of Chinese Containment:

India’s primary geostrategic objective in the Indo-Pacific is to prevent China
from dominating the region. There are strong concerns in New Delhi that
China is employing a policy of “strategic encirclement” of India. A recent
manifestation of this can be found in the various BRI projects in surround-

ing South Asian states where Beijing has plans ranging from investing more
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than 62 billion dollars in CPEC in Pakistan,*’ to the building of bridges
in the Maldives.” These, when combined with the occasional port visit by
Chinese warships, or more importantly, Chinese nuclear and diesel pow-
ered submarines, greatly exacerbate Indian concerns over China’s long term
plans for the region.

Of deep concern to New Delhi was the manner in which the BRI rolled
out in South Asia. According to numerous policy experts in New Delhi, the
Indian government was not consulted on the initial roll out of an initiative
that will have a profound impact on the physical connectivity of the entire
South Asia region. To make matters worse, a large portion of the CPEC
runs through territory that is claimed by India, but occupied by Pakistan.”!
A commentary from S. Kalyanaraman of the Indian Ministry of Defenses’
think tank IDSA stated, “China’s objective until recently was to tie India
down within South Asia through support for Pakistan, it is now determined
to supplant India as the leading power in the Indian subcontinent as well as
become a predominant power in the Indian Ocean Region.””> The BRI, when
combined with the historical and psychological baggage attached to the ri-
valry and the long-standing tensions (and recent deadly violence) along the
disputed border, all contribute to perceptions in India of a rising China that is
determined to relegate India to second-class status in an Asia led by China.”

For their part many Chinese experts are strongly opposed to the idea that
China secks Asian hegemony. They argue that the BRI is empirical evidence of
China providing public goods in the form of infrastructure to a region that is
in desperate need of quality roads, bridges, and power stations. In fact, Beijing
no longer uses the term “BRI” when dealing with their Indian counterparts.”
China’s Premier Li Keqiang reportedly told Modi that the CPEC is a means
to “wean the populace from fundamentalism” by promoting economic devel-

opment.” This effort at persuading India of the benefits of the BRI failed.

Limited Progress onthe Borderlssue’

Despite decades of bilateral talks on trying to solve the territorial dispute’ the
events of summer 2020 clearly demonstrate that this is a long way off While
the possibility of a "border swap” may appear to be the easiest solution to the
issue’ statements from Chinese President Xi that ‘not a single inch of our land”

will be ceded by China make it very difficult for any Chinese leader to justify
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relinquishing claims to the 90,000 square kilometer Indian state of Arunachal
Pradesh’South Tibet” Furthermore, any leader in New Delhi who gave up
Indian claims to the 38,000 square kilometer Aksai Chin could be voted out
of office. Interestingly, India has offered to formally demarcate the Line of
Actual Control, however this proposal was rejected by China.””

Both states have taken steps to reinforce their sections of the disputed terri-
tory. Over the past decade, India has built 73 new border roads, the majority of
them in the north-east. Although many of them have fallen behind schedule,
the fact that they are being constructed as a means to reinforce India’s claim
strength in the disputed territory is a cause of escalation. For its part, China
has built or is currently building multiple all weather roads and railways, as
well as upgradingairfields in Tibet.”® In fact, satellite images show that China

is rapidly reinforcing their presence in the disputed Doklam area.”

Changing Views of Washington:

As mentioned above IndiaUS$: relations suffered when A'’K- Antony was
Minister of Defense: However since Prime Minister Modi came to power in 2%
there has been steady progress in deepening military ties with the United States
Such progresshasbeensignificantlyaided by Chinesebehavior rangingfromthe

20l4yisit to India to the border tension in

borderincursionsduringPresident Xi's
Doklam in 2*'” to Beijing's blocking of India’s entry into the Nuclear Suppliers
Group Such acts of perceived aggression have been a welcome development for
security hawks in both New Delhiand Washington  Pu Xiaoyu hasargued that
fewin ChinahaveanunderstandingofIndiassensitivityabout China’s presence
in South Asiaand the IOR* Chinese behavior is causing India to “cautiously”
shed its aversion to alignment.® The signing of the three foundational defense
agreements with Washington since Modi came to power is a powerful signal
of this. A recent paper published by the U.S. Army War College argued that
India needs to have a balance of power with China and that it needs to elicit
the help of the United States to achieve this.®

The Meetings between Prime Minister Modi and President Xi in Wuhan
in 2018 and in Tamil Nadu in 2019 were an attempt by Beijing to stall and
reverse this geopolitical shift. However, considering the border events of June
2020, these meetings clearly failed to reduce underlying tensions. There con-

tinues to be a belief in China that India is so entrenched with its strategy of
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strategic autonomy that alignment with the Americans is out of the ques-
tion.® Such analysis in China is wishful thinking and is extremely counter-
productive. If the dominant narrative in Beijing is that ideological barriers in
India prevent it from developing a multifaceted working security relationship
with the United States, the Chinese are at risk of not only self-deception but,
of greater importance, lacking an understanding of how their own behavior
may be the primary cause of Indian-U.S. cooperation. The inability to self-re-
flect and realize how one’s own country’s behavior is perceived by other states
is not unique to China. In fact, this is a challenge that all countries must con-
front. However, the structure of the political system in China can cause such
views to be silenced or dismissed as simply anti-China rhetoric from China
bashers who “do not understand China.” As renowned sinologist John Garver
explains “Chinese beliefs about their country’s long history make it difficult
for Chinese to understand, put themselves in their neighbor’s shoes, and effec-
tively assuage or reassure their neighbor’s strong apprehensions about China’s
growing power.”®* China’s small, but growing field of South Asian scholars
and analysts need to make it clear to China’s leaders that Chinese actions in
South Asia, while being trumpeted as “win-win” arrangements, are not always
viewed as such in New Delhi. Such “win-win” deals may in fact be very helpful
and welcome in India’s neighbors, but, in the context of a rivalry and concerns
over Chinese ambitions in the IOR, they are often perceived through a zero-

sum prism in New Delhi.

Takeaways for India:

For the past seven years New Delhi has steadily shed its longstanding aversion to
workingwith Washington However much work needs to be done to take full ad-
vantage of its new defense relationship with the Americans While the two militar-
ies have frequent joint exercises these need to be deeper and take advantage of the
opportunities thatagreementslike BECA and COMCASA provide A complaint
of some of these exercises is that they are superficial and designed more for public
relations than the pursuit of genuine interoperability® Even with the change of
leadership in Washington, New Delhi needs to be aware that the Sino-American
rivalry may see periods of relative thawing, but the structural mistrust and stra-
tegic competition are not likely to abate. Given such a situation Indian policy

makers would be wise to examine the following recommendations.
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Washington is firmly on New Delhi's sidein the SinoIndian rivalry
New Delhishouldleverage this to take full benefit of the opportunities
thisaffordsIndia These range from cooperation and working together
on strategic areas such asanti'submarine warfare and naval aviation This
essentially entails continuing the current trajectory of relations and most

importantly do notstall or reverse course on bilateral ties:

New Delhishould makeitclear to Washington that theyare notgoing tobe
anofficial Americanallyanytimein the near future and possibly never By
clearlyarticulating this it willlower expectations in Washington while also

preserving Indiasability to work with other partners such as Russia:

Given the pressinginfrastructure needs of Indiaand South Asia’ it would be
inIndiasinterest to find a workable solution to cooperatingwith Chinaon
various infrastructure projects designed to increase regional connectivity
Thereisastrong precedent for thisin Indiassigningon to the Chinese’

initiated Asian Infrastructure Investment Bank:

After the nextleadership transition in India the national security
community in New Delhineeds to protect the relationship with
Washington- This means preventing powerful figures from scuttlingjoint
operationsand maintainingthe top-level yearly exchanges such as the ***
Ministerial Dialogue between each state's respective top diplomatand

military official

New Delhineeds to meet the Americans halfway on variousinitiatives
Frequent complaints from the American side that Washington is ‘bending

over backward to help India’and Indiais not cooperatingare not helpful

Conclusion’

Opver the past 20 years, and especially since Prime Minister Modi came to

power, New Delhi’s deepening strategic ties with Washington represent a

structural and ideological shift in India’s foreign policy away from one of non-
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alignment to one where India sees the United States as a viable security partner
and strategic hedge against a rising and perceived aggressive China- The inabil-
ity to settle the border dispute contributes enormously to the absence of trust
between China and India- Chinas expanding activities in the IOR are within
its sovereign right and frequently contribute to the provision of public goods as
in the case of the antipiracy patrols off the coast of Somalia where > percent of
the merchantshipsescorted by the PLAN have been foreign flagged*¢ However,
Beijing so far appears unable—or unwilling—to understand how this is a
cause of concern for New Delhi. On a regular basis, Chinese officials com-
plain about the forward American military presence in East Asia. However,
they do not appear willing to understand how China’s increasing military
footprint in the IOR is causing concern in India. This lack of empathy is in-
creasingly turning into a Chinese self-fulfilling prophecy where China claims
that the United States and its allies and partners are trying to “contain” China.
Chinese behavior in the IOR is providing a convenient excuse for coalitions
hostile to Chinese security interests to garner political support and reinforce

New Delhi’s strategic engagement with Washington.

The research and opinions in this article are the author’s personal assessment and
does not reflect the policy of any government entity, the U.S. Government, or the
Wilson Center.
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